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NMPOrPAMMA NMPAKTUKHA
52.0.04(H) NMpon3BoacTBeHHas NpakTUKa (3KcnepuMeHTasrnbHo-
MCCﬂe.ﬂOBaTeﬂbCKaﬂ)

Kod u HaumeHosaHue(mur) npakmuku/HUP e coomeemcmauu ¢ y4ebHbIM rniaHoOM

1. Kog u HaumeHoBaHMe HanpaBrieHUs NoAroTOBKU/cneumnanbHOCTU:

10.05.01 KomnbroTepHaga 6€30nacHOCTb

2. Mpodunb noaroroBku/cneumannsauymsa:

Be3onacHOCTb KOMMNbTEPHBLIX CUCTEM U CETEN

3. KBanudmkauusa (cteneHb) BbinyCcKkHMKa: Cneumvanuct
4. dopma oby4yeHuUA: o4Has

5. Kacbegpa, oTBeyvarowas 3a peanusaumuio npakTuku: KnbepbesonacHoctu

MHAOOPMALIMOHHbBIX CUCTEM

6. CoctaButenu nporpammbl: CadoHoB Butanum BnagummpoBumy, K.T.H., AOLEHT

(®UNO, yyeHasi cmeneHb, y4eHoe 38aHUe)

7. PekoMeHooBaHa: Hay4yHO-MeToAMYECKMM COBETOM dhakynbTeTa NPUKNaAHOWN MaTeMaTUKN,
MHOPMAaTUKN U MexaHuku 22.03.2024 r., npoTokon Ne5
(HaumeHoBaHue pekomeHOyrwel cmpykmypsbi, 0ama, HOMEpP rPOMOoKoJa,

ommemku o NpodrieHUU 8HOCSIMCS 8PYYHYIO)

8. YueOHbIn rop:_ 2027/2028 CewmecTp(bl): 8




9.llenb npakTuku:

Llenblo npakTukn aBnseTca passutne npodpeccnoHarnbHbIX 3HAHUW U KOMNETEHUUN CTYLEeHTOB
Ha ©0ase npuknagHbiX 3agay, AOns peLlleHns KOTopbiX HeobxoaMMO UCMonb30oBaTbh
COBpPEMEHHbIE WHMOPMALMOHHbIE TEXHOMOrMM 06paboTkn n  3awmTbl  UHGOPMAaLMN.
3aKkpenneHne 3HaHWA CTYOEeHTOB O COBPEMEHHbIX WH(OPMALUMOHHBIX TEeXHONOrmsx
obpaboTkm u 3awmTbl WHpOpMauMm, a Takke crnocobax WX wuUccnegoBaHUs B
BbIYMCINUTENBHOM 3KCMNEPUMEHTE NPUMEHUTENBHO K KOMMbIOTEPHBIM CUCTEMAM U CETAM.

3apauv NpakTUKK:

CTygoeHTbl  OOMKHbI  O3HAKOMUTBCA  C  COBPEMEHHbIMUM  MHAOPMAaLUMOHHbLIMM
TEXHOSOrMAMN, NMPUMEHSIEMbIMUA B HaY4HbIX MCCREeaoBaHUAX M MPOU3BOACTBEHHbIX 3agavax,
crneuvanbHbiM  NporpaMmHbiM  obecnevyeHnem un obopygoBaHMemM Ans 3agady  aHanmsa
3aLUMLLEHHOCTM KOMMBIOTEPHbBIX CUCTEM U CETEMN.

OcBouTb MeToauKM paboTbl CO CpeacTBaMuM  KOHTPOMNS W U3YyYeHUs OTAENbHbIX
XapakTepucTuk  npoueccoB,  nNpubopoB,  YCTPOWCTB, nporpaMmmHoro  obecrneyeHus
WHOPMALUMOHHBIX  CUCTEM MpU  pelleHnax 3agady  obecneyeHnsa  MHGOPMaLMOHHON
©esonacHocTn.

O3HakOMUTLCA C MeTodamu BbIMOMHEHUS TUMOBLIX pPacyeTOB M  MOAENMPOBaHUSA
npoLeccoB C MNPUMEHEHMEM KOMMbIOTEPHON TEXHUKK, NPOBEAEHME SKCNEPUMEHTarNbHbIX
nccneaoBaHnn CMCTeMbI 3aWMThl MHGOpMaLUMK.

Monyy4nTb ONbIT CaMOCTOATENBHOIO PELUEHUST NPUKIAAHON UCCreaoBaTeNbCKON 3a4auyun,
npoBedeHnUss UccrnegoBaHUM W IKCMEPUMEHTOB, a Takke MpakTUYeCKMM npUMeHEHNEM
COBPEMEHHbIX MHOPMALMOHHBIX TEXHOOTUN.

10. MecTo npakTukm B cTpyktype OOI: o6s53amenbHas Yacmeb 6roka b2.

Linkn (pasgen) OOM: B2 | kog gvcumnnudbl B YI: 52.6.04(H)

Ne | Koa | HaumeHoBaHue

[nsa ycnewHoro npoxoxaeHms y4ebHoN NpakTukM obydatoLmecs UCnonb3yoT 3HaHWs, YMeHUsl, ChopMUpPOBaHHbIE
B X0€ M3y4eHWs AUCLMMINH

1 B1.0.28 MeTtoabl onTummnsaumm

2 | b1.0.35 OO BEKTHO-OPNEHTMPOBAHHOE NPOrpaMMUpPoOBaHme

3 | b1.0.37 MeToabl nporpaMmupoBaHus

4 | B1.0.40 Mogenu 6e30MacHOCTM KOMMNBIOTEPHBIX CUCTEM

5 | Bb1.042 OcCHOBbI NOCTPOEHMS 3aLUMLLEHHBIX KOMMbIOTEPHbIX CETEN

6 | 61.0.43 OcHOBbI NOCTPOEHMS 3aLUMLLEHHbIX 6a3 AaHHbIX

7 B1.0.44 3alwmra nporpaMmm u SaHHbIX

8 | b1.0.51 3awmTta nHopmaumm OT yTEYKM N0 TEXHUYECKUM KaHanam
9 | b1.B.08 Pa3paboTtka 6e3onacHOro nporpammHoro obecneyeHus

10 | B1.0.56.03 PaspaboTka npuknagHoro nporpaMMHOro obecneyeHns ons KOMNbTEPHbIX CUCTEM
11 | B1.0.56.06 CoBpeMeHHble Npobrembl MHopMauMoHHON 6e30NacHOCTH
12 | ©TAO.01 AHanu3 gaHHbIX KOMMNBIOTEPHBIX CUCTEM U CETEN

OvcumnnuHel M NpakTUKK, AAS  KOTOPbIX OCBOEHME [aHHOW AUCUMMNMHBLL  (MoZyns) Heobxoaumo  Kak
npeaLwecTeyoLlee

13 | b2.0.03(MNA) [MponsBoAcTBEHHas NpakTyka (NpegavniomHas)

14 | B2.0.05() [MponsBoacTBEHHAs NpakTuka (NMPOEeKTHO-3KCMyaTauuoHHas)

15 | B3.01(O) MogroToBka K npoueaype 3alimThl U 3awmuTa BbiMYCKHOW KBanumrKaunoHHOW paboThbl
16 | oTAO.02 TecTnpoBaHne Ha NPOHNKHOBEHMWE

17 | B1.B.11 Teopusi 1 MeToAbl CoLManbHOM MHXEeHepUN B MHAOPMaLMOHHOM 6e30NnacHOCTU

18 | 61.B.07 Knbepbe3onacHOCTb KpUTUYECKMX CUCTEM M MHADPACTPYKTYP

11. Bua npakTtuku, cnoco6 u ¢popma ee npoBeaeHust

Bua npakTUKK: npou3eodcmeeHHas.
Cnoco6 npoBeaeHus NPaKTUKN: cmayuoHapHas.
dopma npoBefeHUs NPaKTUKU: OUCKPEeMHas.




Peanuayetcs yactuiHo B dpopme npaktuyeckon nogrotosku (MM1).

MNpon3BoAcTBEHHAsA MpakTka NMPOBOAUTCH B CTPYKTYPHbIX nogpasaeneHusx yHuBepcuteTa v B
opraHu3aumsix Ha OCHOBe [JOrOBOPOB, 3aKroyaeMblX Mexay YHUBEPCUTETOM U OpraHu3aumnsmu,
AeATeNbHOCTb KOTOPbIX COOTBETCTBYET HanpaBreHHOCTU peanu3yeMon obpasoBaTenibHOn
nporpamMmbl Mo COOTBETCTBYIOLLEMY NPOUNIO.

12. NMnaHupyeMble pe3ynbTaTbl 00y4eHUA NPU NPOXOXAEHUN NPAKTUKN (3HAHUA, YMEHUS,
HaBblK1), COOTHECEHHbIe C NflaHUupyeMbIMN pe3ynbTaTaMu OCBOEHUs obpa3oBaTesibHOMN
nporpamMmbl (KOMNETEHLUUAMN) U MHAUKATOPaMM UX AOCTUXEHUA:

Koa HasBaHue Koga(bl) UHamnkaTtop(bl) MnaHupyemble pesynbTaTtbl 00y4eHus
KoMneTeHunn

OfIK- | CnocobeH OfiK-4.1.1 3HaeT OCHOBHble Yrpo3bl | 3HaTb:

4.1. opaaHu308bI8aMb 6e3onacHocTn — OCHOBHble yrpo3bl GesonacHocT WHdopMauuM 1
3awumy uHghopmayuu 8 MHpopMaLMn U MoAenu | MoAenu HapyLWUTENs B KOMMbIOTEPHBLIX CUCTEMAX U CETSIX;
KOMI1bIOMEpPHbIX HapyLuurens B — COBpeMeHHble MeTOAbl, CPEACTBA U MepbI MO 3aliute
cucmemax u cemsx (ro KOMMBLIOTEPHBIX CMCTEMAX | MHCDOPMaLWMK B KOMMBIOTEPHBLIX CUCTEMAX U CETSX.
obnacmsm n ceTsx;
rpUMeHeHus) OriK-4.1.2 3Haet COBpPEMEHHbIE | YMeThb:

MeToAbl,  cpeactea M —  ucnonb3oBaTb A3bIKU " cuUcTeMbl
Mepbl no 3alumTe | nporpaMMMpPOBaHUs, WHCTPYMEHTarnbHble CpeacTsa npu
UHopMaumnmn B | obecneyeHnn 3awuTbl WHMOPMALUMM B KOMMbOTEPHbIX
KOMMbIOTEPHBIX CUCTEMAX | cucTemMax NpU peLleHWU PasnnyHbIX MPOMECCHMOHANbHbIX,
1 CeTax; nccrnenoBaTenbCkUX N NpUKNagHbIX 3adau.

OflK-4.1.3 cnocobeH wucnonb3oBaTthb
A3bIKU n cuctembl | BrnageTs:
nporpaMmMu1poBaHms, —  HaBblkKAMM WCMOMb30BAHWSI S3bIKOB U CUCTEM
MHCTPYMEHTAambHbIE NPOrpamMMm1poOBaHNSA,  WHCTPYMEHTAmNbHLIX CPeACTB  npu
cpeacrea MPY | oBecneveHun 3aWwmTbl WMHGOPMALMM B KOMMIOTEPHBIX
obecnedeHMM  3AWNTBI | cycremax NMpU peLUeHUN pasmUuHbIX MPOGECcCUOHANbHBIX,
MHdOpmaLmy B | uccneposaTenbCkux v NpUKNaaHbIX 3agad.
KOMMBIOTEPHBIX CUCTEMax
MpW peLleHnn pasnuyHbIX
npodeccnoHanbHbIX,
uccnenoBaTenbCkux "
npuKnagHbIx 3agad

OfIK- | CnocobeH OflK-4.3.1 3HaeT meToabl no | 3HaTtb:

4.3. paspabambigamb u obecneyeHuo — HasHayeHune mMeToapl no obecneyeHno
aHarnusuposams MHdOpMaLMOHHON MHOPMaLMOoHHON 6e30NacHOCTN KOMMbIOTEPHBIX CUCTEM U
KOPPeKmHocms 6e3onacHocTK ceTel C MCMonb3oBaHWEM NONUTUK Ge3onacHocTy;
noumuKu KOMMbIOTEPHbIX CUCTEM U — HOpMaTMBHO-NPaBOBbIE N METOAMYEeCKNe JOKYMEHTbI B
UHghopMayuoHHoU CeTen C UCMOMNb30BaHNEM | oBnacTu paspaboTkU NOMUTMK 6E30MacHOCTU KOMMBIOTEPHBIX
6e3onacHocmu nonuTuk 6esonacHocTy; CUCTEM U CEeTEN.

KOMIbOMeEpPHbIX OlK-4.3.2 3HaeT HOopmaTuBHO-
cucmem u cemel (no npaBoBble n | Ymetb:
obnacmsm meroaueckne —pa3pabaTbiBaTb  OPManbHble  MOAENU  MOSUTUK
npumeHeHus) ROKYMEHTbl B 0BNAaCTM | GesonacHocTt M MOMMTMKM  yNpaBReHMs  [OCTYNOM,
paspabotku NOMMTUK | hopMupoBaTh MOMUTUKY MHDOPMALIMOHHON Ge3onacHoCTy,
besonacHocTy aHanuanpoBaTb ee KOPPEKTHOCTb, OpraHM3oBLIBATL U
KOMMBIOTEPHBIX CUCTEM W | nonnepxuBaTh  BLIMOMHEHME  KOMMNeKkca  Mep Mo
cereu, obecreyeHnto MHOPMALIMOHHOM Be3onacHoCTy
OfiK-4.3.3 crocoGeH KOMIMBLIOTEPHBIX CUCTEM U CETEN.
paspabaTbiBaTb
pOPMATTbHBIE Momeny —NpUMEHSTb  MPOrpaMMHbIE  CPeacTBa  MPUKNAAHoOro,
HONUTVK BesonackocTn u | CYCTEMHOTO 1 CMIeUManbHOro HasHajeHms npu paspaboTke u
NOMUTAKA  YNpaBREHNs aHanu3e NonuUTUKU MHPOPMaLMOHHON Ge30MacHOCTY.
[ocTynom, ¢opMupoBaTtb .
nOAMTHKY Bnapetsb:
VIH(bOpMaLWIOHHOIZ — HaBblkaMu ynpasrneHusa npoueccom peanusauumn
6e30MacHoCTH, MONUTUKN UH(OPMALMOHHOW 6E30MacHOCT KOMMbIOTEPHbBIX
aHanuaunpoBaTtb ee Cuctem u”n CeTeVI, opraHun3auun n noagepXxaHua BbINOJNTHEHUA
KOPPEKTHOCTb, KoMnnekca Mep Mo obecrneyeHnto  MHGOPMaLMOHHON
OpraHun3oBbIBaTb n 6e30NacHOCTU BbIYUCIUTENBHBLIX CUCTEM.
noafepXxvBaThb
BbINOMHEHWE  KOMrnekca
Mep Mo obGecrnevyeHuo
MHOPMaLMOHHOMN
6e3onacHocTn
KOMMBIOTEPHBLIX CUCTEM U
ceTen;
OrliK-4.3.4 Brageet HaBblKamu
ynpaBneHus npoLeccoM
peanusauMum  MOMUTUKK
MHGOPMaLMOHHOM
6e3onacHocTn

KOMMbKOTEPHbIX CUCTEM U




ceTen, opraHuzauum un

nogaepXxaHus
BbIMOSIHEHUS]  KOMMJIeKca
mMep no obecneyeHnto
MHOPMaLMOHHON
6e3onacHocTu
BbIYMCINTENBbHbIX
cucTem;
OfK-4.3.5 cnocobeH NPUMEHATb
nporpaMMHble  cpefcTea
npuUKNagHoro,
CUCTEMHOrO "
cneuunansHoro
HasHa4eHus! npu
paspaboTke ¥ aHanuse
NONUTUKM
MHOPMaLMOHHON
6esonacHocTu;
MK-1. CrnocobeH nposodumsb | [1K-1.3; ucronb3yeTt  MNpUHUMNbI | YMETb:
aHanu3 mpebosaHuli u KOMMIeKcHoW paspaboTku —  UCMnonb3oBaTb MPUHLMMBI KOMMSIEKCHOW pa3paboTku
8bIMoHsAMb pabomsi o npaswun, npoueayp, | npaswr, npoueadyp, NPUMEMOB W MeTO4OB, NpU CO34aHun
PoeKmMuUpo8aHuto npuemMoB U MeTodoB, NPV | cpeacTB  3awWwuTbl  MHoOpMauuM, B TOM  4Yucrne C
rnpoepaMmMHbIX u co3faaHum CPeAcTB | MCMONb30BaHWEM COBPEMEHHbIX METOAOB W CpeacTs
annapamHbix 3aWuTbl MHPopMaumK, B | paspaGoTKy NporpaMMHOro obecnedeHus.
KOMIMOHEHmM  cucmembl TOM yucne c
besonacHocmu MCMOSb30BaHNEM Bnapetsb:
KOMIbIOMEePHbIX COBpPEeMEHHbIX MeTOAoB U — HaBblkaMy¥  MPOBEOEHWS  OLEHKM  COOTBETCTBUS
cucmem u cemed, 8 cpeacTs pa3paboTkn | mexaHMsmMoB GE30MacHOCT  KOMMLIOTEPHOW  CUCTEMbI
mom qucne c nporpaMMHoro TpeboBaHMSIM HOPMATMBHbIX [OKYMEHTOB, a TaKkke WX
ucriosib3o8aHuem obecneyeHus; KOPPEKTHOCTW CYLLECTBYIOLLMM pUCKaM.
cospemeHHbIx memodos | [1K-1.4 npoBoanT OLEHKY
u cpedcme  3awjumsi COOTBETCTBUS
UHgopmayuu MeXaH/N3MOB
6e3onacHocTn
KOMMBIOTEPHON CUCTEMBI
TpeboBaHuaM
HOPMAaTUBHbIX
OOKYMEHTOB, a Takke MuX
KOPPEKTHOCTM
CYLLECTBYIOLLUM pUCKaM;
lK-2. CnocobeH npuHumams crnocobeH NpoBOAUTb BﬂaﬂeTb:
yyacmue 8 akcriepmuse aHanMa  KOMMbIOTEPHbIX — HaBblkaMW TMPOBEAEHMST aHanmm3a  KOMIbTEPHBIX
u aHanuse cucTem c Lenblo | CUCTEM C Lenbio onpefeneHnst YpoBHS 3aLLMLLEHHOCTU W
ysi3sumocmedl, yepo3 u onpeaeneHus ypoBHsi | AOBepusa C nocrneayowmm o6o6weHnem 1 o6paboTkon
UHUUOeHmMos 3aWMLLEHHOCTY n | uHdOpMauum, NoNy4YeHHOW B X04e UCCNEAOBaHWN;
UHghopMayuoHHoU lK-2.2 [0Bepusa ¢ nocneayroLmm — HaBblkamu nposefeHus TEeopeTU4ecKoro 7
besonacHocmu 8 0606LLeHreEM M | NpWKNagHOro  UCCNedoBaHUS YPOBHEW  3alUULLEHHOCTU
KOMIbOMepHbIX obpaboTkon KOMMBLIOTEPHBIX CUCTEM U CETEN.
cucmemMax u cemsix |/||.|cbop|v|a|_l|/||/|,
nonyyeHHon B  Xxode
ncecnenoBaHum;
NpoBOANT TeopeTuyeckue
" npuknagHoe
K-2.5 uccnefoBaHne  ypoBHeN
3aLULLEHHOCTMN
KOMMbIOTEPHBIX CUCTEM U
ceTen;
MK-3. CniocobeH cnocobeH npoBoauTb | YMeTb:
y4yacmeosampb 8 aHanus " — yyacTBoBaTb B MPOEKTUPOBAHUM CUCTEMbI 3alUTbI
pabomax rno dhopmanusaumio nHdopmauum " nogcuctem MNH(OPMaLMOHHOM
PoOeKMuUpPOo8aHuto l1K-3.4; nocTaBneHHbIX 3agad4 B | 6e30nmacHOCTU KOMMbIOTEPHOW CUCTEMBI.
cucmem 3auums| obnactn  6e3onacHocTu
UHgopmayuu 8 KOMMbIOTEPHBIX cuctem U | Brnagets:
KOMI1bOMepPHbIX ceten, — HaBblkaMn NpOBEeAEHVs aHanusa u dopmanusauyum
cucmemax u cemsix npu BbIMONHSAET NPOBEPKY | MnocTaBMeHHbIX 3ajady B obractm  GesonacHocTu
peweHuu YCTONYNBOCTH KOMMbIOTEPHBIX CUCTEM U CETEN;
rpogheccuoHarbHbIX, MPUINOXEHWIA K BHELLHEMY — HaBblkaMy  NPOBEAEHUs MPOBEPKU  YCTOWYMBOCTU
uccrnedosamesnbCKux U HeCaHKUMOHNpOoBaHHOMY NPUINOXEHUA K BHELLHEMY HeCaHKLMOHMPOBAHHOMY AOCTYMY,
npuknadHbIx 3adayq AocTyny, B TOM 4YWCME€ | B TOM YWUCMe MPOBEPKU YCTOWYMBOCTM BEG-MPUMOXKEHUN K
npoBepka YCTOWYMBOCTM | aTakam, NpPUMEHEHWE CPEACTB KOHTpons 6esonacHocTw,
[1K-3.5 BEG-NpUNoXeHNi K | ynpaBneHue kpuntorpaduyeckumy cpefactsamu, a Takke
aTakam, NPUMEHeHNe | opraHu3auus MepOonpUATUIA no obecneyeHnto
cpeacTs KOHTpOnA | kmubepbGesonacHoCcTy;
BesonacHocTh, — HaBblkaMW y4yacTUs B MPOEKTUPOBAHUM CUCTEMbI
ynpasrnexve 3aWmThl  MHOPMaUuM U MNOACUCTEM  MHAOPMALMOHHON
kpunTorpaduieckumu 6e30nacHOCTM KOMMBIOTEPHON CUCTEMBI.

cpeacteamu, a
opraHvsaums

TakKkke




MeponpuaTUn no
obecneyeHuto
kmbepbesonacHocTu;

cnocobeH yyacTBoBaTb B
NPOEKTUPOBaHUN
cucTembl 3aLWmThl
MHpopmaLmmn 7]
noacucTem
MHOPMaLMOHHOM
6e3onacHocTu
KOMMbIOTEPHOW CUCTEMBI;

l1K-3.6

13. O6beM NpPaKTUKN B 3a4eTHbIX eauHULax / aK. Yac. (8 coomeemcmesuu ¢ y4ebHbIM MnaHoM) —
7/252.

Pdopma NpoOMeXYTOHYHOM aTTecTauumm 3a4em ¢ OUEHKOU.

14. TpypoeMKocTb No BuAam y4ebHown paboTbl

TpygoemkocTb
Mo cemecTpam
Bua yuebHoii paboTbl Boero 9
u. Y., B opme
M
Bcero yacos 252 252 203
B TOM yucne:
KoHTakTHasa pabota (Bkntodas HAC) 4 4 3
CawmocTosiTensHasa pabota 248 248 200
WToro: 252 252 203
15. CopepxxaHue npaktuku (unu HAP)
n/n 0O6bem yyebHol paboThl, Y
Paspgenbl (aTanbl) . KoHTakTHble | CamocTtoaT
Buabl y4ebHon paboThbl
NPaKTUKn yacel enbHas
paboTta
1. | OpezaHusayuoHHo- nposegeHuMe  cobpaHuMs MO OpraHusaumMu  NpaKkTUKY;
rnodzomosumeribHbIU | YCTaHOBOYHBIA MHCTPYKTaX MO 3agayaM, cpokaMm u Tpebyemoli
aman OTYETHOCTM; UHCTPYKTaX Mo TexHuke Ge3onacHocTu paboTsl ¢
nepcoHanbHbIMKM  KOMMbIOTEPaAMK, MpaBunamm paboTel B 1 24
KOMMbIOTEPHBIX  KrMaccax akynbTeTa; cofepxaTtenbHast
chopmynupoBKa 3agad Ans peLieHnsi B Xxoe NpakTuku, Buaa u
obbema pesynbTaToB, KOTOPble AOMKHbI ObITh NONYYEHbI
2. | BbironHeHue onpegeneHne  npobremsi, obbekTa W npegmeTa
uccriedosamernbCkux | UccredosaHus,  QOPMynuMpoBaHMe  UenM M 3agad
pabom ro UCcrnefoBaHNs, TeopeTUYEeCcKUn aHanu3 nutepaTtypbl U
uHAusudyasrbHOMy uccrnegosaHuin no npobneme, npoBegeHne ob3opa M BbiGoOp
nnaHy COBpEMEHHbIX MH(OPMAaLIMOHHbIX TEXHOIOMMIA, CreumansHoro 1 100

nporpaMmHoro obecneveHns 1 060pyAOBaHUSA ANS peLueHus
NOCTaBMNEHHON 3adayn Mo aHanuay 3aluLeHHOCTN oObekTa
WMHopMaTU3aLMKn; NOAroToBKa NPOBEAEHUs UccrnefoBaHni n
3KCMEPUMEHTOB AN peLleHust chopMMpoBaHHOM 3a4a4u

3. OKcrepumeHmarbHo- npoBefdeHne CaMOCTOATENBHOMO peLIeHns MOoCTaBrAeHHOMN
uccrnedogamesibCKull nccnenoBaTenbCckon 3agayu, BbIMOSIHEHWE TUMOBbLIX pacyeToB
amarn n mMmopgenupoBaHue an‘-MKOB rICGB,D,OCﬂyLIaIZHbIX l-Il/ICJ'IOBbI)V( 1 100
nocnegoBaTesibHOCTEN C npuMeHeHunem KOMMNbOTEPHOU
TeXHUKN, npoBeaeHne IKCcnepumMeHTanbHbIX ncenegoBaHuin
CUCTEM 3aLlLUNThI VIH(*)OpMaLI,VIVI

4. | OgpopmrneHue COCTaBneHne UTOroBOro OTYETA W 3alyuTa NPOeKTa, onvcaHue 1 60
omuyéma o umoaam npogenaHHo  pabGoTbl € CaMOOLIeHKOW  pe3ynbTaToB




| npakmuku | npoxoxaeHus NpakTUKA; dhOpMyNMpOBaHMe BbIBOJOB | |

CopepkaHue nNpakTU4ecKon MoAroTOBKM MNPV NMPOBEAEHUU NPAaKTUKU yCTaHaBnMBaeTcsl
ncxods M3 codepXkaHusi M HanpaBneHHOCTM obpasoBaTenbHOW Nporpammbl, COAEpPXKaHMs

npakTukM, ee uenem wn 3agaud.

MpakTuyeckass NOArOTOBKA MNpW MPOBEeAeHUU MNpPaKTUKK

HanpaeneHa Ha ooOpMMpPOBaAHNE YMEHUI N HABbIKOB B COOTBETCTBUMN C TPYAOBLIMU AENCTBUAMM
n (MnNun) TPyAoBbIMU OYHKUMAMM MO Npodmnto obpasoBaTenibHOM NporpamMmeil.

MpakTnyeckas nNOAroToBKa NPOBOAMTCS NyTEM
obyvarowmmmca onpegeneHHblXx BMAOB paboT, cBA3aHHbIX C Oyaywien npodeccroHanbHom
AEATENbHOCTLIO, CNOCOBCTBYHOLNX (POPMUPOBAHMIO, 3AKPEMMEHUIO N PA3BUTUIO NPAKTUYECKNX
HaBbIKOB M KOMMETEHLUUI Mo Npoduso COOTBETCTBYHOLEN 06pa3oBaTeNIbHON NPOrpaMmbl.

HernocpeacTtBeHHOro  BbIMOJIHEHUA

dosepusi ¢ nocnedyrowum obobweHuem u
obpabomkoll uHghopmayuu, nosny4eHHol 8
xo0e uccnedosaHuU;

[1K-2.5 nposodum meopemuyeckue U
npuknadHoe uccnedosaHue yposHel
3auUUWEHHOCMU KOMIbIOMEePHbIX cucmeM U
cemel;

[1K-3.4 cnocobeH npoeodumeb aHanus u
opmanusayuro rnocmassneHHbix 3adaqy 8
obnacmu  6e3ornacHoCmMu  KOMIbIOMEPHbIX
cucmem u cemedl.

Ne | Tunbl 3apay | dopmupyemble dopmupyemble
n/n | NPOeccHoHanbHoOW | npoeccnoHanbHbIe KOMNEeTEHLUM obLienpodeccroHanbHbIe
AesTensHoCTn KOMMEeTEeHLUN cneLmannsaumm
1 Hay4Ho- [1K-2.2 crocobeH npogodumb  aHanu3 Or1K-4.1.3 cnocobeH ucnonb3o8amb SI3bIKU U
uccriedosamernibcKull KOMIMbIOMEPHbIX ~ cucmeM € Uefbilo | cucmemsl rpoepaMmuposaHusl,
onpeOeneHu;l YPOBHA 3au4ULL(éHHOCfTIU u UHCMpyMeHmarsibHble cpedcmsa rnpu

obecrieyeHuu  3awjumel UHghopmayuu 8
KOMIMbIOMEPHbIX  cucmemax rpu  peweHuu
pasfuyHbIX rpogeccuUoHarnbHbIX,
uccriedosameribCKUX U MpUKiadHbIx 3aday;
Ol1K-4.3.5 criocobeH npumeHsamb npozpammHbie
cpedcmea  MpuknadHoO20,  CUCMEMHo20 U
crieyuanbHo20 HasHayeHusi rpu paspabomke u
aHanuse nonumuKU UHGbopMaUUOHHOU
b6e3onacHocmu.

2 lMpoekmHbIl

lK-1.3 ucrionb3yem npUHYUrsI
KOMIIeKCcHoU paspabomku npasurn,
npoyedyp, npuemos U Memodos, npu
co30aHuu cpedcme 3awumsl UHGOPMayuU,
8 moM yucie € UCMOMb308aHUEM
cospemMeHHbIX ~ Memodos u  cpedcme
paspabomku npoepamMmMHO20 0becneyeHus;
[1K-3.6 crocobeH y4yacmeosamb 8
fpoekmuposaHuu  cucmeMb!  3awumsl
UHghopmayuu u nodcucmem
UHGhopMayUOHHOU 6e3onacHocmu
KOMIMbIOMepPHOU cucmemsl.

3 KoHmpornbHo-
aHanumuyeckuu

lK-1.4 nposodum oueHKy coomeemcmeusi
mexaHu3mos 6e3onacHocmu KOMIMbHOMePHOU
cucmembl  mpebosaHUsM  HOPMamuEHbIX
O0KyMeHmo8, a makxe UX KOoppekmHocmu
cywiecmsyrowum puckam.

OriK-4.1.1 3Haem OCHOBHbIE yepo3sbi
6e3onacHocmu  uHgopmayuu U modenu
Hapywumerssi 8 KOMIMbIOMEepPHbIX cucmemax u
cemsix;

OrlK-4.1.2 3Haem cospeMeHHble MemoObl,
cpedcmea U Mepbl 10 3awume UHopMayuu 8
KOMIbOMepHbIX cucmemax u cemsix;

OllK-4.3.1 3Haem memoOblI o obecrneyeHuo
UHghopMayUuoHHOU 6esonacHocmu
KOMrblomepHbIx ~ cucmem u  cemel  C
ucnonb3o8aHueM ronumuk 6esonacHocmu;
OllK-4.3.2 3Haem HOpMamueHoO-rpasosbie U
memoduyeckue  OOKymeHmMbl 8  obnacmu
paspabomku nonumuk 6e3onacHocmu
KOMIbOMepHbIx cucmem u cemedl.

4 OpezaHu3ayuoHHo-
ynpasneH4yeckul

[1K-3.5 ebinonHsaem nposepKy ycmolvusocmu
npunoxeHud K 8HEWHeMy
HecaHKYUOHUPO8aHHOMY docmyry, 8 MmoMm
yucre rnposepka  ycmoudusocmu  8eb-
npunoxeHul K  amakam,  [pUMeHeHue
cpedcme KOHMporisi 6e3onacHocmu,
yrnpasneHue Kpunmoepacghudyeckumu
cpedcmeamu, a Mmakxke  opaaHusayusi
meponpusimud no obecrne4yeHuo
KubepbesonacHocmu.

OllK-4.3.3 criocobeH paspabamsisamb
gopmarnbHbie mModenu nonumuk 6esonacHocmu
u nonumuKu yrnpasneHusi docmyrom,
¢hopmuposamb  MOAUMUKY — UHGOPMayUOHHOU
6e3onacHocmu, aHanu3uposams ee
KOPPEeKmHoCMma, opeaHu308bI8aMb u
noddepxkueamp 8bIMOSTHEHUE KOMIIeKca Mep o
obecrieyeHuU0 UHghopMayuoHHoU besonacHocmu
KOMIblomepHbIX cucmem u cemed.

5 OkennyamauyuoHHbIl

OllK-4.3.4 enadeem Haebikamu yrnpaeneHusi




npouyeccom peanusayuu nonumuKku
UHGhopMaUyUOHHOU 6e3onacHocmu
KOMIbomepHbIX cucmem u cemell, opaaHu3ayuu
U rnoddepKaHusi 8bIMNOIHEHUS] KOMIIeKca Mep o
obecrniedeHut0 UHGopMayuoHHoU besonacHocmu
8bI4UCAUMESIbHbBIX CUCMEM.

16. MNepe4vyeHb y4yeOHOM nuUTepaTypbl, pecypcoB ceTu «UHTepHeT», HeOGXoAMMBLIX Ans
NPOXOXAEeHUA NpakTUKK (CrIUCOK numepamypbl ohopmrisiemcsi 8 coomeemcemeuu ¢ mpebogaHusIMuU
IOCT u ucrnionib3yemcs obuwiasi ckeo3Hasi Hymepauusi 0risi ecex sudo8 UCMOYHUKO8)

a) OCHOBHaga nuTepaTtypa:

Ne n/n NcTouHunk

Wknsp, M.®. OcHoBbl Hay4HbIX uccnegosaHun / M.®. Wknap. — Mockea: Jawkos n Ko, 2012. —
244 c. URL:http://biblioclub.ru/index.php?page=book&id=112247.

HosukoB A.M., HoeukoB [1.A. MeTogonorusa Hay4yHoro uccnegosaHus. — M.: Jinbpokom. 2010 —
280 c. URL:http://www.methodolog.ru/books/mni.pdf.

MenbHukos B. I1., KnenmeHos C. A., lNeTpakos A. M. IHdopmaunoHHas 6e30nacHOCTb 1 3awmTa
nHdopmauun. - M.: Akagemns, 2007. — 330 c.

OcHoBbI ynpaBneHus nHPopMaLMoHHOM 6e3onacHocThio: [y4ebHoe nocobure ansa cTyaeHToB
BY30B, 00y4aroLmnxcsa nNo HanpaBneHnsaM NOAroTOBKM (CNeLmManbHOCTAM) YKPYMHEHHOM rpymnnbl
cneumanbHocTen 090000 - "MHpopm. 6e3onacHocTb"] / A.lN. Kypuno [u ap.]. — 2-e naa., ncnp. —
Mockea: Nopsayvasa nuHua-Tenekom, 2014. — 243 c. : un., Tabn. — (Bonpocsl ynpaBneHusi
NHdOpMaLMOoHHOM 6e3onacHocTbio ; KH.1) .— Bubnuorp.: ¢.234-239 .— ISBN 978-5-9912-0361-
6.

Kpakosckun, KO.M. NHdopmaumnoHHas 6e3onacHoCTb 1 3awmta nHdopmauun: ydebHoe nocobme
Ans ctya. obyy. no cneumanbHOCTU «MHPOPMaLMOHHBIE CUCTEMBI U TEXHOMNOMMNY AHEB. M 3a0M.
cdopm 06y4deHmns / KO.M. Kpakosckuini. — M.; Poctos H/[] : MapT, 2008 .— 287 c. : un .—
(Y4ebHbiv kypc) .— Bubnuorp.: ¢.221 .— ISBN 978-5-241-00925-8.

Onennuik IM. M. KopnopaTvBHble MHOOPMaLMOHHbIE CUCTEMBbI: Ans 6akanaBpoB 1 CneumanmcToB:
6. | yyebBHuKk onsa cTtyq. By3oB, 06y4y. no Hanpasn. 080800 "MpuknagHas nHgopmaTuka (no
obnactam)" u gp. akoH. cney. — CIN6.: MNurtep, 2012. — 176 c.

doctep, Dxenmc. 3awmuta ot B3noma: coketbl, akcnnountbl, shell-koa: / . doctep, M. Mpaiic ;
nep. c aHrn. A. A. CnunHknHa .— Mocksa : IMK lNpecc, 2008 .— 784 c. : un. —

1.

2.

£ (MHbopmaumoHHast 6e3onacHocTb).— ISBN 5-9706-0019-9 : 449.10 p. —
<URL:http://e.lanbook.com/books/element.php?pll cid=25&pll id=1117>.
Ckyauc, 3. NMpoTmnBocTOsiHNE XakepaM. [NowaroBoe pykoBOACTBO MO KOMMBbIOTEPHBLIM aTakam U
8 appekTnBHON 3awmTte/ 3. Ckyamc. — Mocksa: OMK lMpecc, 2009. — 512 c. : un. — (3awmTta un

agMuHucTpupoBaHune) .— ISBN 5-94074-170-3 : 176-00 .—
<URL:http://e.lanbook.com/books/element.php?pll_cid=25&pl1 id=1112>.

Fony6, Bnagumup AnekcanHgposud. 3almta oT Bpe4OHOCHOMO NporpaMmMHoOro obecneyeHms:

9. | yuebHoe nocobue ans Bysos / B.A. lony6; BopoHex. roc. yH-T.— BopoHex: JIOIN Bl'Y, 2006. —
31 c. — bubnuorp.: ¢.30 .— <URL:http://www.lib.vsu.ru/elib/texts/method/vsu/may07045.pdf>.
XoBapa, Mavikn. 19 cMepTHbIX rpexos, yrpoxatowwmx 6esonacHocTn nporpamm. Kak He 4onycTuUTb
TUNMYHBIX ownBok/ M. Xosapa, [. Nebnank, [x. Buera; aBT. npeavcn. A. MopaH. — Mocksa:
10. | OMK Tlpecc, 2009. — 287 c. : un. — .— 3arn. n aBT. opur.: 19 deadly sins of software security /
Michael Howard, David Leblanc, John Viega .— ISBN 5-9706-0027-X .—
<URL:http://e.lanbook.com/books/element.php?pll_cid=25&pl1_id=1118>.

3anues 0.B. Rootkits, SpyWare/AdWare, Keyloggers & BackDoors: O6HapyxeHue 1 3awmra /
0.B. 3anues. — CI16.;: BXB-lNeTtepbypr, 2006. - 304 c.

12. | MpockypwvH B. I'. 3awuTa nporpamm n aaHHbIX - M.: Akagemus, 2011. — 198 c.

YnpaBneHve BHegpeHneM MHOOPMALIMOHHBIX CUCTEM: KypC nekuuin: y4eb. nocobue ans
CTYLEHTOB BY30B, 00y4atoLmMxcsa No cneumnanbHOCTAM B o6ractu nHgopm. TexHonorun / B.A.

11.

13 pekyn, . H. Oennwenko, H.J1. KopoBkuHa. — M.: IHTepHeT-YH-T MHdopM. TexHonorui, 2008.
[OnekTpoHHbIn pecypc] URL: hitp://www.intuit.ru/studies/courses/2196/267/info/.
14 KOpuH U.FKO. TeopeTnyeckmne n npaktmyeckme 0CHoBbl 3almTbl MHopmaummn. 2012.

http://library.sgu.ru/uch_lit/620.pdf.

6) gononHuTenbHas nuTepaTypa:

Ne n/n MICTOYHMK

Mypomuesa A. B. MckycctBo npeseHTaunn. OCHOBHbIE NpaBuria 1 NpakTuydeckne
pekomeHgaumm / A.B. MypomueBa. — MockBa: ®nvHTa: Hayka, 2014. — 108 c.
16. | KpyunHuH, B.B. KoMnbloTEPHBIE TEXHONOMMU B HAY4YHbIX UCCNE0BaHUAX: y4eOHO-

15.



https://lib.vsu.ru/zgate?ACTION=follow&SESSION_ID=5487&TERM=%D0%A8%D0%BA%D0%BB%D1%8F%D1%80,%20%D0%9C.%D0%A4.%5B1,1004,4,101%5D&LANG=rus
http://biblioclub.ru/index.php?page=book&id=112247
http://www.intuit.ru/studies/courses/2196/267/info/
http://library.sgu.ru/uch_lit/620.pdf
https://lib.vsu.ru/zgate?ACTION=follow&SESSION_ID=3219&TERM=%D0%9C%D1%83%D1%80%D0%BE%D0%BC%D1%86%D0%B5%D0%B2%D0%B0,%20%D0%90%D0%BD%D0%BD%D0%B0%20%D0%92%D0%B0%D0%BB%D0%B5%D1%80%D1%8C%D0%B5%D0%B2%D0%BD%D0%B0%5B1,1004,4,101%5D&LANG=rus

meTogmudeckoe nocobue / B.B. KpyunHuH. — Mockea: TYCYP (Tomckuii rocygapCTBEHHbIN
YHUBEPCUTET CUCTEM YMNPABMEHUS N PaanoaNekTpoHmnkn), 2012. — 57 ¢c. — Pexunm goctyna:
http://e.lanbook.com/books/element.php?pll id=11269.

17.

AHppees, .. OcHoBbI Hay4YHON paboTbl U1 METOAOMOIMSA ANCCEPTALMOHHOMO nccnegoBaHus /
.. AHgpees, B.B. bapsuHeHko, B.C. Bep6a. — Mocksa: ®uHaHChl 1 ctatuctuka, 2012. —
296 c. — Pexum goctyna: http://e.lanbook.com/books/element.php?pl1_id=28348.

18.

Cuctembl n cpeactea nHgopmatuku: ExxerogHuk / I'n. peg. U.A. Cokonos. — Mocksa: UM
PAH. — 2010.— Bbin. 20. — Ne 2. — 350 c.

19.

depnepanbHbIi 3akoH oT 27 utonsa 2006 roga Ne 149-d3 «O6 nHdopmaumm, MHPOPMAaLMOHHBIX
TEXHOMOrMax 1 o 3awmrte nHcopmauumny // CobpaHme 3akoHogaTtenbcTea Poccuickon
Pepepaumu, 31.07.2006, Ne 31 (1 4.), cT. 3448.

20.

denepanbHbIn 3akoH oT 27 nions 2006 roga Ne 152-03 «O nepcoHanbHbIX AaHHbIX» //
CobpaHue 3akoHogatenbcTBa Poccunckon ®enepaunn, 31 nons 2006 roga Ne 31 (1 4.), cT.
3451,

21.

FOCT P MCO/M3K 27001-2006 MHdopMaLmoHHas TexHonormus. Metoapbl 1 cpeacTtea
ob6ecneyeHus 6esonacHocTn. CucTeMbl MEHEOKMEHTa MH(OPMAaLMOHHOM 6e30MacHOCTH.
TpeboBaHus. (yTBepxaéH 1 BBeaéH B Aencteue Npukasom degepanbHOro areHTcTea no
TEXHUYECKOMY perynMpoBaHuto n metponoruu ot 27 gekabps 2006 r. Ne 375-cT).

22.

Mpukas ®egepanbHon crny0Obl MO TEXHUYECKOMY U 3KCMOPTHOMY KOHTposto Poccum ot 11
deBpans 2013 roga Ne 17 «O6 yTBepxaeHun TpeboBaHuiA 0 3awmuTe nHGopMaumm, He
COCTaBnsoLLLEeN rocygapCTBEHHYO TanHy, coaepKallencs B rocyaapCTBEHHbIX
MHGOpMaLUMOHHbIX cucTtemax» // Poccuiickas raseta, Ne 136, 26.06.2013.

23.

Mpuka3s ®egepanbHON Cry0Obl MO TEXHUYECKOMY 1 3KCMOPTHOMY KOHTporto Poccun ot 18
depans 2013 roga Ne 21 «O6 yTBepxaeHUn coctaBa 1 cogepXaHnsi OpraHn3auUmOHHbIX U
TeXHM4Yecknx mep no obecneyveHuto 6€3o0nNacHOCTN NEPCOHanbHbIX AaHHbBIX MpY X 0bpaboTke B
WHPOPMALIMOHHBIX CUCTEMAX NepCoHanbHbIX AaHHbIX» // Poccuiickas raseta, Ne 107,
22.05.2013.

24.

MeTognuecknii 4OKyMeHT. Mepbl 3aLnTbl MHAOPMAaLMK B rOCYAapCTBEHHbBIX MH(POPMaLIMOHHbIX
cuctemax (yt8. PCTIK Poccum 11.02.2014).

25.

MoctaHoBneHue MpaButenbcrtBa Poccuiickonn Peaepaumm ot 1 Hos16pst 2012 roga Ne 1119 «O6
yTBepXaeHUN TpeboBaHMi K 3aLUMTe NepcoHarnbHbIX AaHHbIX NpU nx odpaboTke B
MHOPMaLMOHHBIX CUCTEMAX NepCcoHanbHbIX AaHHbIX» // CobpaHue 3akoHogaTenbLCTBa
Poccunckon Pegepaumm, 05.11.2012, Ne 45, cT. 6257.

26.

MewepsikoB B.A., XXenesHsik B.IN., BoHaapb A.O., Ocunenko A.J1., BabkuH A.H. MNMepcoHanbHble
AaHHble: opraHusauus o6paboTku n obecneyeHms 6e3onacHOCTM B OpraHax rocyaapCcTBEHHOM
BNacTu u mecTHoro camoynpasneHus / [Nog pea. B.A. MewwepsikoBa. — BopoHexx: BopoHexckui
uHctutyT MBI Poccnm, 2014. — 186 c.

27.

MocTtaHoBneHne npasutenscTea BopoHexckon obnacTtun ot 28 anpena 2011 roga Ne 340 «O6
YTBEPXXAEHUUN MOMOXKEHUSI O €4MHOM pPeecTpe rocyAapCTBEHHbIX MHAOPMALMOHHBLIX CUCTEM
BopoHexckon obnactn» // CobpaHne 3akoHoaaTtenscTBa BopoHexckon obnactu 20.06.2011 Ne
4, cT. 285.

28.

EpmowkumH H.H., Tapacos A.A. CTtpaTermsa nHopMaLMOHHbIX TEXHONOrMN npegnpuatms. M.:
M3a-8o0 MOCKOBCKOro rymaHutTapHoro yHusepcuteta, 2003.

29.

KopHees U.K., CtenaHoB E.A. 3awmra uHdpopmaumm B oduce. — "Magatenscteo NpocnekT”,
2008. — 333 c.

30.

AnekcaHap JopoHuH. BusHec-passegka http://fxt.com.ua/business_literatura/131-aleksandr-
doronin-biznes-razvedka.html.

31.

TaHeHbaym 3. KomnbtoTepHble cetn / 3. TaHeHbaym. — CI16.: Mutep, 2005. — 991 c.

32.

Banbix A.C. OueHka BO3MOXHOCTEN ataku Ha nHopmaumoHHyto cuctemy / A.C. Banelix, C.A.
Bsanbix // KnbepHeTtuka u Boicokne TexHonorun XXI seka: matep. Xl mexgyHapogn. Hayy.-Tex.
KOH., BopoHex, 11-12 mas 2011 r. — BopoHex : VML BI'y, 2011. - T.1. — C. 91-96.

33.

MapTtbika T.J1. MHdopmaumnoHHas 6esonacHocTb M.: POPYM, 2007.

34.

MenbHukoB, Bnagnmmp Maenosuy. MIHbopMaumoHHas 6e30nacHOCTb U 3alumTa MHopMaLnum:
y4ebHoe nocobure ans ctyd. By3oB, obyd. no cneuunansHoct 230201 "MHpopmMaumnoHHble
cuctembl n TexHonoruun" / B.IM. MenbHukos, C.A. Knerimenos, A.M. MNeTpakos; nog pea. C.A.
Knenmenosa. — M. : ACADEMIA, 2006 .— 330 c. : un .— (Bbicluee npodeccmnoHansHoe
obpasoBaHue. VIHhopmaTurka 1 BeluMcnuTenbHas TexHuka). — bubnuorp.: ¢.327-328 .— ISBN
5-7695-2592-4,

35.

AHgpuaHoB B.U."LLInnoHckme wty4kn" n ycTponcTea Ans 3awmTbl 0ObEKTOB, U MHGOPpMaLUK;
Cnpag. nocobue / B.A.BopoagwnH, A.B.Cokonos. — C-I10.: JlaHb, 1996.

36.

Abanma3zoB 3.M. MeTogbl U UHXEHEPHO — TEXHMYECKNE CPpeaCcTBa NPOTUBOAENCTBMS
WHpopmaumoHHbIM yrposam / O.M.AbanmasoB. — M.: 'poTek, 1997.

37.

Bacunesckun .B. Cnocobbl 1 cpeacTea NpefoTBpaLLeHns yTeYkM MHpopmauum no




TexHnyeckum kaHanaw / V.B.Bacunesckuii. — M.: HINL] "Henk", 1998.

38. | XopeB A.A., Cnoco6bl n cpeactea 3U / A.A.Xopes. — MO P®, 1998.

FOCT P MCO/M3K 15408-2002 «MHdopmaLmMoHHasa TexHonorus. Metoabl U cpeacTsa
ob6ecneyeHus 6esonacHocTn. Kputepum oueHkm 6e3onacHOCTM MHPOPMAaLMOHHBIX
TEXHONOrMmn», NPUHAT 1 BBeAeH B gencTtaue MNoctaHoeneHnem NocctangapTta Poccun ot 4
anpens 2002 r. Ne 133-cT.

MCO/MBK 31000:2009 «YnpasneHue puckamu. MpuHumnel n HanpaeneHus», ISO Technical
Management Board Working Group, 2009.

MCO/MBK 31100:2009 «YnpasneHue puckamu. Metoankm oueHkm puckar, ISO Technical
Management Board Working Group, 2009.

FOCT P MCO/M3K 27005-2010 «MHdopmaLmoHHasa TexHonorms. Metoabl 1 cpeacTtsa
obecneyeHns MHpopmaumoHHon 6esonacHocTu. MeHeaXMEHT pucka MHOPMaLMOHHOM
©e3onacHoCcTuy, yTBEpPXAEH 1 BBeAeH B Aelicteue lNprnkasom PenepanbHOro areHTCTBa no
TEXHUYECKOMY perynupoBanmto n metponorim oT 30 Hosiops 2010 r. Ne 632-cT.

39.

40.

41.

42.

B) MHCpOPMALIMOHHbIE ANEKTPOHHO-06pasoBaTenbHbIE pecypcbl (0uumnanbHblie pecypcbl MHTEPHET) :
Ne n/n Pecypc
1. | OBC NaHb
OBbC «YHuBepcuteTckas bubnmoTeka online»
OBC «3nekTpoHHasa 6ubnuoteka TexHmnyeckoro BY3a» (OBC «KoHcynbTaHT cTyaeHTay)
QEC IOPAUT
OnekTpoHHasa bubnunoTeka y4ebHo-MeToaMYecknx maTepuanos BIY. Pexum goctyna: http://www.lib.vsu.ru
http://www.cryptopro.ru
http://www.infotecs.ru
http://www.lissi-crypto.ru/
http://www.signal-com.ru
0. | http://Iwww.shipka.ru
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*

BHauvane ykasbiBaotca OBC, ¢ koTtopbiMM wumeroTcs pgoroBopa y BIY, 3atem OTKpbITble 3MNEKTPOHHO-
obpasoBaTernbHble pecypchl U T.4.

17. O6pa3oBaTenibHble TEXHOJIOTUU, MPUMEHSIEMble NpPU MNPOBEAEHUMU MNPAKTUKU U
MeToAMYecKue yKasaHus Ans o0y4aloLlmxcsa No NPOXoXAeHUI0 NPaKTUKK

OTyeT NO nNpakTUKe [O0MKEeH OblTb WU3MOXEH TEXHUYECKM T[PaMOTHbIM $3bIKOM C
NPUMEHEHNEM PEKOMEHOOBAHHbIX TEPMMHOB W abbpesmatyp 6e3 opdhorpaduuecknx wn
rpaMmmaTmyeckmx owmnbok. MNMpeacraBneHHbIN OTYET NO NPaKTUKE OLEHUBAaETCHa Ha COOTBETCTBME
WHpopmauun, npeacTaBneHHon B OT4yeTe, AaHHbIM U3 MHAOPMALMOHHBIX PecypcoB obLiero
aoctyna cetn IHTepHeT, MmaTepuanos fiekumin, y4ebHOM U TEXHUYECKOW NuTepaTypbl.

CTpyKTypa oTyeTa no npakTuke

1. OTyeT NO npakTUKe AOSMKEH BKIYaTb TUTYIbHbIA NIUCT, COAEp)XaHue, BBeaeHue,
OonucaHme TeOopeTUYECKUX U MNPaKTUYECKMX acnekToB BbINOSIHEHHOM paboThl, 3akn4veHue,
CMMCOK MCMOMb30BaHHbIX MCTOYHUKOB, MPUMOXKEHNS.

2. Ha TtutynbHOM nucte pomkHa ObiTb NpeacTaBrneHa Tema MpakTuKkW, rpynna u
damunus cTyaeHTa, OaHHble O Npeanpustun, Ha Gase KOTOPOro BbINOMHANACL MPakTUKa,
hamunus pykoBoguTens.

3. Bo BBegeHuM cTygeHTbl OOMKHbI AaTb KpaTKoe onucaHue 3ajadn, pellaemMon B
pamMKax NpakTUKK.

4. B oCHOBHOM 4YacTu oT4yeTa CTyAEeHTbl NpMBOAAT nogpobHoe onuncaHwe npoaenaHHon
TeopeTn4ecKkon n (Unu) npakTmyeckon paboTbl, BKNOYaa onucaHne n 060CHoBaHME BblOpaHHbIX
peLueHni, onucaHme nporpamm u T.4.

5. B 3aknoyeHnn faeTtca KpaTkasa Xxapaktepuctuka npogeniaHHom paboThl, U NPUBOASTCA
ee OCHOBHble pe3yrbTaThbl.

6. B npunoxeHusx npuBogAaTCa HENoCpencTBEHHble pe3ynbTaTbl pas3paboTKu: TEKCTbl
nporpamm, rpadmki u guarpaMmmel, 1 T.4.

TpebosaHus K ogbopMIieHUO omyema

1. OT4yeT opopmMndaeTCca B Nne4aTHOM Buae, Ha nuctax gpopmaTta A4.
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2. OCHOBHOM TeKCT oTyeTa BbINONHAETCHA WwpudToM 14 nyHKTOB, C MHTepsanom 1,5
Mexay cTpokamu. TekcT pasbuBaeTcs Ha absaubl, KaXabld U3 KOTOPbIX BKMHOYaeT OTCTyn W
BblpaBHMBaHWE MO LUMPUHE.

3. TekCT B NpUNOXEHUAX MOXET ObITb BbINOSIHEH Bonee MeNKNUM LPUGTOM.

4. OTyeT pas3buBaeTca Ha rnaBbl, MYHKTbl M MNOAMNYHKTbl, BKIOYaKOLWME AECATUYHYHO
HyMepaumio.

5. PucyHkn 1 Tabnumubl B oT4eTE AOSMKHBI UMETb OTAEMBbHYK HYMEpPaLuuio U Ha3BaHMWS.

6. Becb oTtyeT pomkeH ObiITb OdoOpmIieH B edVHOM CTune: Be3de B OoTyeTe angd
3arofiloBKOB  OAHOrO YPOBHHA, OCHOBHOIO TeKkcTa M NoAnMMCen [JOfMKeH WCMonb30BaTbCs
OAMHAKOBbIN LLIPUPT.

7.CTpaHuubl OTYyeTa HYMepylrTCH, HauyMHaa C TUTYNbHOro nucta. Homepa cTpaHuy
NpOCTaBNATCA B MPaBOM BEPXHEM Yriy A5l BCEro otyeTa KpoMe TUTYNbHOro nncra.

8. CogepxxaHue oTyeTa OOSMKHO BKIIKOYATb NepeyvyeHb BCeX rnas, MYyHKTOB M NOAMYHKTOB,
C yKasaHMeM HoMepa CTpaHuLbl AN Kax4oro afieMeHTa CoaepXaHusl.

9. CchblfikM Ha nuTepatypy M Apyrve UCMNofNb30BaHHbIE WMCTOYHWKM OOpPMASTCA B
OCHOBHOM TEKCTe, @ CaMu UCTOYHUKN NEPEYUCHISIOTCH B CMIUCKE UCMOMb30BaHHbBIX MICTOYHUKOB.
10. O6bem oTyeTa No nNpakTuke AormkeH bbiTb He MeHee 20 cTpaHuL.

18. MaTepnanbHoO-TeXHUYeCKoe obecneyeHne NPaKTUKN:

2. BopoHex, yn. YHueepcumemckas nnouiads, 0.1, enasHbil y4ebHbIl Kopryc, ay0.214
KomnbtoTep B coctaBe: cucteMHbi 6nok: npoueccop Intel(R) Core(TM) i5, onepatnBHasi namsaTtb 816,
HDD 500I6; monutop: LG FLATRON. Mynbtumeamanpoektop BenQ. OkpaH HacTeHHbIM aOnis
npoektopa. Ayamo kornoHku Creative AG0. KommyTtaTtop.

2. BopoHex, yn. YHueepcumemckas nnouwads, 8.1, y4ebHsbit kopryc 16, ayd.407
KomnbtoTep B coctaBe): npoueccop Intel(R) Core(TM) i7-7700 CPU @ 3.60GHz, onepaTuBHas
namaTte 16 6, SSD 256 6, HDD 1T6, Buaeokapta NVIDIA GeForce GTX 1080 Ti; moHuTop DELL
S2419HN. KomnbtoTep B cocTtase (1 wr.): npoueccop Intel(R) Core(TM) i7-7800X CPU @ 3.50GHz,
onepatmBHas namaTtb 96 6, SSD 1T6, HDD 4T6, suaeokapta NVIDIA GeForce RTX 2080 Ti (2 wr.);
moHuTop DELL S2419HN. UctouHuk 6ecnepebonHoro nutanmsa APC Back-UPS BV1000I-GR, line-
interactive, mowwHocTb:1000BA, 600BT (16 wT.). UcTouHuk 6ecnepebonHoro nutaHns Legrand KEOR
LINE RT 1500BA (1 wrt.). KommyTtatop HP 2530-24G Switch (Managed, 24*10/100/1000 + 4 SFP,
19"). NUHTepaktnBHaa pocka SMART SBM685 (87 gronmos, NO SMART SLS) ¢ naccuBHbIM NOTKOM.
Mpoektop Vivitek DH758UST (ynbTpakopoTkodokycHbii, DLP, Full HD 1080p (1920 x 1080) , 3500
ANS, 10000:1, nonHaga nogaepxka 3D).

2. BopoHex, yn. YHusepcumemckas mnowads, 0.1, enagHbil y4ebHbiu kopryc, ayd.124
KomnbloTep B cocTaBe: cucTeMHbI 6nok: npoueccop AMD Ryzen 7 3800X 8-Core Processor,
onepatmBHaa namatb 326, HDD 1T6, SSD 25616, suaeokapta NVIDIA GeForce GTX 1050;
mMoHutop: Dell S2419H. WHTepaktuBHas gocka SMART  SBM685 (87  agwonmos).
MynbTumeananpoektop Vivitek ynbTpakopoTkodoKyCHbIN. WcTOuHMK GecnepebonHoro nutaHus
Legrand Keor SPX 1000 BA IEC C13 (16 wr.). NictouHuk B6ecnepeboriHoro nutaHusa Legrand Keor
Line RT 1000 BA (1 wrt.). KommyTtaTtop HP 2530-48G Switch (1 wrT.).

2. BopoHex, yn. YHusepcumemckas nnowads, 0.1, enasHbil y4ebHbild kopnyc, ayd.226
Mono6riok HP: npoueccop Intel(R) Core(TM) i3-6100 CPU @ 3.70GHz, onepatmneHasa namsaTtb 810,
SSD 250I6. Mynbtnmeguanpoektop Epson. Ayamo konoHku EV (2 wrT.). MukpodoH. OkpaH ans
npoekTopa. MapkepHble naHenu Askell (2 wr.).

2. BopoHex, yn. YHusepcumemckas nnowads, 0.1, y4ebHbiu koprnyc 1, ayd.2/25
YyebHbil cmeHd "TIpogpammHbie cpedcmea Kpunmoepaguu”, SCRYPTO B cocTase:
Kapkac MOHo60Ka (1 WT.); UHTErpMPOBaHHbIN BbIMUCIUTESNbHBIN Y3en 3 LWT.) B COCTaBe: NpoLeccop
Intel: aBa sgpa c TaktoBown 4dactotonm 2700 MIy, O3Y: o6bém 4 6 Tvn DDR-3, TBEpAOTENLHbLIN
Hakonutenb SSD obbemom 60 6, 6nok nutaHms mowHocTbio 300 BT, 2 ceTeBbiX MHTepdenca
GigabitEthernet; nepekntoyatens KBM-tuna D-Link (1 wT.); Heynpaensembin kommyTtaTtop D-Link (1
LIT.); MOAYNb MUTaHWSA, KOHTPONSA N MHTEerpaumm cteHga B obuwyo nabopaTtopuio (1 WT.); MOHUTOP
Philips(1 wTt.); koMnnekT koHconu pabodero mecta obydaemoro (1 WT.) B cocTaBe: knasumaTypa
Oklick, wmbiwb OKkKlick; komnnekt y4ebHo-meToaudecknx nocobuin (1 K-T.); cTaTUCTUYECKOE
nporpaMmmHoe obecneveHne ynpasneHus mogynem nutanHus (1 wr.); pnaw-anck BOCCTaHOBMEHMS
OC Ha wHTerpupoBaHHbix [K (3 wT.) ¢ onepaumoHHon cuctemon ArchLinux; dnaw-gnck
MYNbTUMELUAHOrO MeToan4ecKoro nocobus (1 WwT.); rpynna KOMMyTaUMOHHbLIX MOPTOB (2 WT.).




Tunosou komriekm y4ebHoz2o obopydosaHusi "Cemesas b6esonacHocmb”, SECURITY B cocTaBe:
ynpaBensiembli KOMMyTaTop TpeTbero ypoBHA D-Link (1 wrt.); ynpaBnsemMbln KOMMyTaTtop BTOPOro
ypoBHA D-Link (1 wrT.); annapaTtHO-NporpaMMHbIA 3MYNATOP YCTPOMCTBA JlokanbHon cetun (1 wrT.);
Heynpaensembln kommyTaTop D-Link (2 wrt.); mapwpytusatop 6ecnposogHon D-Link (2 wrT.);
6paHamayap D-Link (2 wrt.); Mogynb nNUTaHUS, KOHTPOMS W WHTerpauum crteHga B obuyio
nabopartopuio (1 WT.); KOMMyTaUMOHHaA NaHenb (1 WT.); BbIMUCAUTENBHBIV y3en (4 WT.) B cOCTaBe:
npoueccop Intel: gBa sagpa c TaktoBon yactotom 2700 MIu, O3Y: 06bém 4 [6 Tvn DDR-3,
TBEpAoTenbHbIN HakonuTenbe SSD o6bemom 60 6, 6nok nutanna mowHocteto 300 BT, 2 ceTeBbIX
nHtepgenca GigabitEthernet, 1 ©GecnpoBogHo ceTeBon wHTEpdenc; MOHOGMoK (1  wWr.);
cTaTucTu4eckoe nporpaMMmHoe obecrneveHve ynpaBneHus MogyneM MUTaHUSA, KOHTPONs MU
nHTerpauum (1 WT.); NporpammHas cuctema socctaHoenenumst U-Profi (R) (4 donaw-gucka o6bemom 8
) (1 wr.); yanunutens USB (4 wrt.); kabenb VGA (2 wrt.); naty-kopg (10 wrt.); meTtogmyeckoe
nocobue (2 k-1a.).

YuebHo-npakmu4yeckuli_cmeHO «CucmemMbl _KOHMpOoss U _ynpasneHuss 0ocmyrnom», ®3N-CKY B
cocTtaBe: Mofenb cTeHbl (1 wrT.); HoyTbyk Lenovo (1 wrt.): akpaH ¢ gnaroHanbio 15.6" (paspelueHve
1366x768), O3Y obvemom 2048 M6, Hakonutenb obbemom 120 6, npoueccop Intel aoBa agpa ¢
TaktoBon 4actotonm 1,4 [Tu, Beb-kamepa; ckaHep NMHEWHbIX U OBYMEPHbIX LWITPUX-kogoB (1 wrT.);
ceetoamog (1 wWT.); anekTpoMexaHnveckni 3amok (1 wT.); ceteBon KoHTponnep CKY[L (2 wr.);
MYNbTUMELUHBIN TEPMUHAN MHOrodakTopHOM naeHTUduKauumn, B TOM Yncrne pacnosHasaHme nu (1
LUT.); HacTONMbHOE YCTPOWCTBO YTEHUSA M 3anuMcu cmapT-kapT (1 LWT.); KOHTaKTHas cMmapT-kapTa C
00bEMomM namaTn 256 G6ant (5 wrT.); USB kmtou tmn e-token (1 wr.); komnnekt MO n koHBepTOp (1
WT.); nporpammatop kapT Mifare HacTonbHbIN (1 WT.); cunTbiBaTENDL 6ECKOHTAKTHBLIX KApT EM-Marine
(1 wr.); cunTbIBaTENL GECKOHTAKTHBIX KapT Mifare (1 wrT.); cmapT-kapta Tun Mifare (5 wrt.); cmapT-
kapta Tun Em-Marine (5 wrt.); kntoy iButton (Touch-Memory) (5 wT.); nporpammaTtop knto4yen Touch-
Memory (1 wT.); mogynb cornacoBaHusi nHTepdenco (1 WT.); INEKTPOMArHUTHbIA 3aMoK (1 wWrT.);
cuntbiBaTenb knwoderr TouchMemory (1 wr.); ceteBon koHTponnep TouchMemory (1 wTt.); 6nok
nutanmna (1 WT.); nporpaMmma pacno3HaBaHUA aBTOMOOUITbHbIX HOMepoB (1 WT.); MakeT Homepa TC
P® (5 wr.); ceteroe pene (1 wrt.); IP-kamepa (1 wrt.); koMMyTaTOp Heynpaensembii D-Link (1 wrT.);
MOAyNnb MUTaHWS, KOHTPONS W WHTerpauum komnnekta B obwywo nabopatoputo (1 wT.);
cTaTUCTMYecKoe nporpammHoe obecrneyeHne ynpaBneHnss MogyremM MUTaHWs, KOHTponsd U
nHTerpauum (1 WwT.); NporpamMmmMHbIN AMyNATOp usnyecknx o6beKkToB gocTtyna (1 WwT.); meToanyeckoe
nocobwue (2 wr.).

19. OueHo4HblIe cpeacTBa ANA NPoBeAeHUA TeKyLLen N NPOMEXYyTOYHOM aTTecTauumn
oby4arowmxcsi No NpakTmke

HanmeHoBaHue Uupukatop(bl)
]
r”ﬁ pasgena AUCUUNIUHbI K?_::I';?;)e" [OCTNXKEeHUNA OueHo4Hble cpencTBa
(mopyns) KOMMeTeHUuUn
OpezaHu3ayuoHHo-
1. rnodzomosumersibHbil OfiK-4.3 OfiK-4.3.2 OT4eT No NpakTuKe.
amarn
[1K-3 [1K-3.4;
OllK-4.1.1
OriK-4.1 OflK-4.1.2
Ol1K-4.1.3
Ol1K-4.3.1
BbinonHeHue Ol1K-4.3.3
> uccnedosamerbCKuX OrK-4.3 OlK-4.3.4 OT4yeT No npakTuke. 3awmta oT4yeTa no
: pabom o OrK-4.35 npakTuke.
uHOueudyanbHOMYy rnaHy - MK-1.3
[1K-1.4
[1K-2 [1K-2.5
[1K-3.5
[1K=3 1K-3.6
Ol1K-4.3 Orl1K-4.3.3
KL MK-1.3
BkcnepumeHmarnsHo- MK-1.4 o 3
3 uccnedosamensckuil K22 TYET MO NpaKTUKe. 3awwmTa oTyeTa no
aman MK-2 K25 npakTuke.
[1K-3.5
fk-3 M1K-3.6




HanmeHoBaHue Uupukatop(bl)
0
I_'I‘;H paspena guCUMNIUHbI K?_:‘;';?;;’H DOCTUXKEHNA OueHou4HbIe cpeacTBa
(mogyns) KOMNneTeHuuun
" OriK-4.3 Ofi#-4.3.2
4 OgbopmneHue omyéma o Ol1K-4.3.3 OTYET 110 NDAKTUKE
) umoeaam rnpakmuku MK-1 MK-1.3; P )
MK-2 MK-2.2

M POMEXYTOYHaaA aTtrectaund

. WHaomBmnayansHoe 3ajaHue
dopMa KOHTPONS — 3a4eT C OLIEHKOM

20. TvnoBble OLEHOYHbIe cpeAcTBa M MeToAMuYecKMe MaTepuanbl, onpeaensilolue
npoueaypbl OLleHUBaHUA

20.1 TeKywWwMin KOHTPOSb yCNeBaeMocTu
KoHTporb ycrneBaemocTv Mo AUCUUMNIIMHE OCYLLEeCTBNAETCS C MOMOLLBIO CeayoLWmX OLEHOYHbIX
cpencTs:
NHauBmayansHble 3agaHus

lNepeyeHb MHAMBMAOYaNbHbLIX 3agaHnin

[lepeyeHb uHOuBUdyasibHbIX 3adaHul
MpoBecTn aHanu3 NocTaBfiEHHOW 3adaydn C TOYkM 3peHus obecnedeHnsa makcumarnbHO 3deKTUBHON
3aWnTbl MHOPMaUUN B MHAPACTPYKTYpe oOpraHusaumm (paccMoTpeTb TeopeTUdeckme acnekTbl, Ha
OCHOBaHMM aHanu3a NocTpouTb Moaenb 6e3onacHoCcTK).

1. ABTOMaTM3MpOBaHHasa CMCTEMa B 3aLUULLEHHOM WCMOSIHEHUWM OpraHu3aumm (Unu npeanpusaTus
no6on opmMbl COGCTBEHHOCTH).

2. AHanns ysa3BMMOCTEN WM OpraHM3auus 3awmTbl MHpOpMauMM B NOKanbHOW CETU OpraHusaumm
(vnn npegnpusTua nNtobon dopMbl COGCTBEHHOCTK).

3. AHanm3 ysisBuUMoCcTen ” 3PEKTUBHOCTM CPeacTB M cnocoboB 3awuTbl MHGOpMauun B
aBTOMATM3NPOBAHHOWN cUCTEME opraHu3auuu (Mnu npegnpuatus nobon opmbl COBCTBEHHOCTK).

4. IHCTpyMEHTanbHbIi MOHUTOPVHI 3aLULLEHHOCTM aBTOMAaTU3NPOBAHHOW CUCTEMbI OpraHusauum
(vnn npegnpusaTua ntobon opMbl COGCTBEHHOCTK).

5. MHdbopmaumoHHaa cuctema nepcoHarnbHbIX OaHHbIX OpraHusaumy (Mnu npeanpuatms nobon
opMbl COBCTBEHHOCTM).

6. KomnnekcHasa 3awimta nHdopmauun B nokanbHOW CeTU opraHmsaumm (Mnu npeanpusatms nobomn
dhopmbl COBCTBEHHOCTH).

7. MopgroToBka K aTtrecTtaumn MHAPOPMALMOHHOM CUCTEMbI NEPCOHarnbHbIX AaHHbLIX B OpraHu3aumun
(vnun npegnpuaTnm nrdon HopMbl COBCTBEHHOCTHN).

8. C6op ¥ aHanM3 UCXOOHbIX AaHHbIX ANS MPOEKTMPOBAHMA CUCTEMbI 3alMTbl UHGOpMaumm
opraHusauum (Mnv npegnpusaTusa nobon popMbl COGCTBEHHOCTH).

9. Cuctema KOHTPONS WM ynpaBneHus OOCTYNOM B OpraHusaumm (Unu Ha npeanpusitum nobon
dopmbl COBCTBEHHOCTH).

10. Cuctema ynpaBneHuss MHAPOPMALMOHHOM 6e30NacHOCTbI0 aBTOMATU3NPOBAHHOW CUCTEMbI
opraHmsauum (unu npegnpuaTna ndon dopmbl COGCTBEHHOCTW).

TpeboBaHNA K BbINONHEHWIO 3a4aHUI

MpoBecT aHanM3 MNOCTaBMEHHOM 3agadn C TOYKM 3peHus obecrneyvyeHuss HaxoXaeHus
3(pPEeKTUBHOrO peLleHns ONMpasiCb Ha CYLLECTBYIOLLYI0 MHAPACTPYKTYpY OpraHu3auum (paccMoTpeTb
TeopeTnYecKmne acnekTbl, HA OCHOBaHMN aHann3a NOCTPOUTb MOAENb PELLEHNS U T.4.).

20.2 NMpomexyToyHasa aTrectauusi

MpomexyToyHasa aTTecTauus No AUCLUMUNINHE OCYLLECTBNSETCS C NMOMOLLbIO CrieayoLnx
OLIEHOYHBIX CPEeACTB:

Omyem o npakmuke

TeMbl Mpoekmos

1. CpeactBa obecneyeHnss WMHAOPMAUMOHHOM  ©Ee30nMacHOCTM B KOPMNOPAaTUBHBIX
MHAOPMALNOHHBIX CUCTEMAX

2. AnnapaTHble cpeacTBa obecnevyeHnss HPopMaLMOHHOKW 6e30nacHOCTH




3. lHdopMaumOHHbIE YA3BUMOCTM OGBHEKTOB

4. [NporpammHble cpeacTea obecneyeHns HPOpPMaLUNOHHON Be3onacHOCTH

5. AHTponoreHHble MHPOPMaLMOHHbIE YA3BUMOCTH

6. TexHOoreHHble NHPOPMALIMOHHbIE YA3BUMOCTHU

7. OpraHnsaumoHHO-NpaBoBble cpeacTBa obecneveHnss MHPOPMaLMOHHON 6Ge3onacHOCTK

8. Yrposabl HopMaLNOHHON 6e30MaCHOCTUN N UX MCTOYHUKN

9. OpraHn3aunoHHO-agMUHUCTPATUBHbBIE CPeaCTBa 3alunTbl MHopMaLmnm

10. OCHOBHble MPUYUHBI YTEYKU MHPOPMaLUN U BO3MOXHOCTU NPOTUBOLAENCTBUSA yTeYKam
MHdOpMaUuK.

11. Mepbl 3aWuTbl NEPCOHanNbHbIX AAaHHbBIX B MH(POPMAUMOHHBIX CUCTEMAX NepcoHarbHbIX
AaHHbIX.

12. lNoaTteepxaeHne NoAIMHHOCTN OOBHLEKTOB N CYOBEKTOB MH(POPMALIMOHHON CUCTEMBI.

13. KOHTpOSib LeNoCTHOCTU MHPOopMaLMN. X3L-(PYHKUUKN, NPUHLMUMBI NCMNOMb30BaHUS X3LU-
dyHKUM ons obecneyeHuns LenoCTHOCTU AaHHbIX.

14. Yrposa HapyweHna KoHpuaeHumanbHocTu. OcobeHHOCTM M npuMepbl peanusaumm
yrposbl.

15. Yrposa HapyweHus LenocTHOCTU AaHHbIX. OCOBEHHOCTM M npuMepbl peanusauum
yrposbl.

16. Yrposa oTkasza cnyxb (yrpo3a oTtkasza B pgoctyne). OcobBeHHOCTM W npuMmepsbl
peanuaauuu yrpossbl.

17. Yrposa packpbiTna napameTpoB cucteMbl. OcobeHHOCTM M Npumepbl peanusaumm
yrposbl.

18. OcHOBHble TUNbI NOAUTUKM Be3onacHOCTM JocTyna K AaHHbIM. [AUCKPEUMOHHblEe U
MaHAaTHble NONINTUKN.

19. TpeboBaHua K cucTemMam Kpuntorpauyeckon 3awmTbl:  Kpuntorpaduyeckue
TpeboBaHunda, TpeboBaHua HagexHoctTn, TpeboBaHma no 3awmute ot HCL, TpeboBaHus Kk
cpencTtBam paspaboTku.

20. ADMVHUCTPATUBHLIN YPOBEHb 3aluTbl WHpOPpMaUMU. 3afjayn pasfiMyHbIX YPOBHEN
yrnpasrneHus B peleHun 3agadmn obecneveHms MHpopmaunoHHon 6e3onacHoCTH.

21. MNpouenypHbIn ypoBeHb obecneveHns BesonacHocTU. ABTOpu3aunsa nonb3oBaTenen B
MHGOPMAaLNMOHHOW CUCTEME.

22. \geHTndpmkauma un  ayTeHTUdUKaUMss npy BXxode B WHAOPMALMOHHYIO CUCTEMY.
Mcnonb3oBaHne NaponbHbIX CxeM. HegocTaTkm NaposbHbIX CXEM.

23. NgeHTndpmkauma wn  ayteHTUpukauna nonb3osatenen. [lpymeHeHMe nporpammMHo-
annapaTtHbIX CPeacTB ayTeHTUdukaumm (CMapT-KapTbl, TOKEHbI).

24. buomeTpuyeckme cpencrtea ngeHTudumkaumm n ayteHtTumkaumm nonb3oBaTenen.

25. AyTeHTudumKaums cybbLEKTOB B pacnpenerieHHbIX cuctemax, NpobrnemMbl U peLleHus.

26. AyouTt B MH(OPMALMOHHBIX cuctemax. PyHKUUMM M HasHavyeHue ayauTa, ero posb B
obecnevyeHnn NHPoOpMaUnoHHon 6e3onacHOCTH.

27. Bupycbl n metoabl 60pb06bl C HUMW. AHTUBUPYCHbIE NPOrpamMMbl 1 NakeThl.

28. lNporpammMHo-annapaTHble  3awWuTbl  MHPOPMAaUMOHHBLIX pecypcoB B  VIHTepHer.
MexxceTeBble 3KpaHbl, X QYHKLNN U HA3HAYEHUS.

29. Kputepun oueHkn ©6e3onacHOCTM KOMMbOTEPHbIX cuctemM. CTpykTypa TpeboBaHum
6e3onacHocTn. Knacchbl 3amueHHOCTH.

30. EavHble kputepun 6e30nacHOCTU MHOPMALMOHHBIX TexHonornin. MNMoHsatue npodung
3awmTbl. CTpyKTypa Npodouns 3almThbl.

31. EavHble kputepum 6Ge3onacHOCTU WHM(OPMAUMOHHBIX TEXHOMOrMi. [poekT 3awmuTbl.
TpeboBaHus 6e3onacHoOCTU ((PyHKUMOHaNbHbIE TpeboBaHMs 1 TpeboBaHUA afeKkBaTHOCTN).

32. lNoHaTHe anekTpoHHOM uudposBon nognucu. pouenypbl OpMUPOBaHUS LMEPOBOM
noanmcu.

33. MeTtogbl HecUMMETpUYHOro  wudgpoBaHus. Mcnonb3oBaHMe  HECMMMETPUYHOro
WwndpoBaHna ana obecneveHns LeNOCTHOCTN OAHHBbIX.



34. Cpeactea obecneveHns uHdopmaumoHHon 6e3onacHocth B OC  Windows.
PasrpaHunyeHune goctyna K gaHHbIM. ['pynnoBas nonuTuka.

35. MNpumeHenne dannoson cuctembl NTFS pgna obecneveHns MHGOpPMaALNMOHHOM
6esonacHoctn B Windows. Cnuckm KoOHTpons pgoctyna K pgaHHeim (ACL) mx ponb B
pasrpaHnyYyeHnn ocTyna K AaHHbIM.

36. NpumeHeHne cpeacte Windows ansg  npegoTBpalleHns  yrpo3  pacKkpbiTUs
KOH(pmnaeHUManbHOCTU AaHHbIX. LndposaHme aaHHbIX. PyHKUUKM U HasHadveHue EFS.

37. PasrpaHuyenune goctyna k gaHHeim B OC cemenctea UNIX.

38. OcHOoBHble 9aTanbl pa3paboTku 3alUMLLEHHON CUCTEMbI: oOnpegeneHne NoIMTUKK
B6esonacHocTn, npoektnposaHne mogenun UC, paspabotka koga WC, obecneyeHne rapaHTum
COOTBETCTBUA peanunsaumm 3agaHHon nonmtmuke 6esonacHoCcTu.

39. MpnyunHbl  HapyweHust  6e3onacHoCTU  WMHopmaumm npu  ee  obpaboTke
Kpyntorpadu4eckummn cpeacteamu.

40. MNMoHATMEe aTakm Ha cuctemy WHgopMaumoHHon ©GesonacHoctn. OcobeHHoCcTU
NOKanbHbIX aTak.

41. PacnpefgeneHHble NHGOPMaLMNOHHbIE CUCTEMBI. YpaaneHHble aTaku Ha
NHPOPMALNOHHYIO CUCTEMY.

42. KaHanel nepefayv [faHHbIX. YTeyka WHGopmauuu. ATakm Ha KaHanbl nepegaydn
AaHHbIX.

43. JnekTpoHHas noyta. Npobnembl obecneveHnsa 6€30nacHOCTM NOYTOBLIX CEPBUCOB N UX
peLueHuns.

44. BupTyanbHble YacTHble CeTU, UX (PYHKUMM N Ha3HaYeHue.

45. CeTeBble BOWHbI: LeNW, 3agayn, CueHapum u cpeactBa UX NPOBEOEHUS, OLeHKa
NnepcnekTMB pasBuUTUS U NPOTUBOAEUCTBUS B KOHTEKCTe obecneyeHns uHPOPMaLMOHHOM
GesonacHoCTM rocygapcTBa.

46. CounanbHble CETU KaK MHCTPYMEHT OpraHmnsauum NpoTeCTOB N «PEBOMOLMIA»: CMOCOOLI
N cpeactsa BO3MYLLEHUS cOUMyMma, CueHapuin ocnabrneHus u CBepXeHus BnacTu, Mepbl
NPOTUBOAENCTBMSA B KOHTEKCTE obecneyeHns nHdopmMaumoHHon 6e3onacHoOCTM rocygapcTea.

47. CTaTUCTUYECKNA aHanNn3 BCEBO3MOXHbIX KNACCOB M TUMOB aTak Ha WH(POPMAaLMNOHHbIE
WH(O-CcUCTEMBI:  Lenu, YactoTa artak WM BenuymMHa ywepboB OT wxX peanusauumu,
COOTBETCTBYOLLAA
OLEHKa PWUCKOB B AMHaMuKe pas3BuTusa cdepbl MHGPOPMaLMOHHONM Ge3onacHOCTU, BbIBOAbI
OTHOCMUTENbHO ONACHOCTU U BO3MOXXHOCTEN NPOTUBOAENCTBMIS.

48. AHann3 n noprotoBka 0630pa HayYHO-TEXHUYECKMX MaTepuarnoB MO reTeporeHHbIM
CeTsIM B KOHTEKCTe obecneyeHuns nx 6e3onacHoCTu.

49. Pa3Butne Hay4YHO-METOAMYECKOro obecneyeHnss Teopunm BETBSLMXCA MPOLIECCOB Ha
aHanu3 pacnpoctpaHeHns BpeAOHOCHOro NporpaMMHOro obecneyeHuns B CETEBbIX CTPYKTypax.

50. Pa3Butne Hay4HO-MeTOANYECKOro obecneyeHns Teopun cnyvarHblx rpacdoB Ha aHanms
XMBYYECTU CETEBBIX CTPYKTYP.

51. OnacHoctb DDOS-atak M puUCK-MOAENUPOBaHME WX Pa3HOBUOHOCTEN B KOHTEKCTE
NPOTUBOOENCTBUS.

OueHka no npakTuke BbICTABMSETCA PYKOBOOAMTENEM MPAKTUKU OT Kadeapbl HA OCHOBE
cogepxaHna oTyeTa CTydeHTa, OT3blBa pyKoBOAUTENsS OT NpeanpuaTud, BbICTYMNNIEHUS C
npeseHTaumen n OTBETOB Ha BOMPOCHI N0 UTOram rNpPakTUKK.

OTyeT MO nNpakTUke [JOMMKEH OblTb W3MOXKEH TEXHUYECKM T[PaMOTHbIM $3bIKOM C
NPUMEHEHNEM pPEKOMEHAOBAHHbIX TepMUMHOB U abbpesunatyp ©6e3 opcdhorpacudecknx wu
rpaMmmaTmyeckmx owwunbok. lMpu 3awmte oTyeTa MO NpakTUKe OLEHMBAETCs COOTBETCTBME
MHdopMauuKn, NpeacTtaBrieHHON B OTYeTe, AaHHbIM U3 MHAOPMAaLMOHHBLIX PeCcypcoB obuiero
aoctyna cet IHTepHeT, MmaTepmanos Nekummn, y4ebHON 1 TEXHUYECKON nuTepaTypsbl.

KoHeuHbIMM pe3yrnbTaTamMm ocBoeHua nporpammbl HUP aensoTca copmupoBaHHbie
KOrHUTMBHbIE [LECKPUNTOPbl «3HaTb», «YMETb», «BMadeTby», pPacnucaHHble N0 OTAESNbHbIM
komneteHumsm. OHWM npegctaBneHbl B Tabnuue 10. dopmmpoBaHMe 3TUX LECKPUMNTOPOB



npoucxoout B Te4yeHMe BCero nepuoga BbinonHeHns HUP, B pamkax BbIMOMHEHUS
CaMOCTOATENbHON paboTbl  BbLIMNOSIHEHUM pPa3fUYHbLIX BMAOB paboT nog pPyKOBOACTBOM
pykosoautens HUP.

[na oueHkn geckpunTopoB koMneTeHuun ncnonbdyetca 100 BannbHas Wwkana oueHoK.
[na onpegeneHnss akTUYECKMX OLEHOK KaXKO4oro rnokasaTens BbICTaBMAKTCA crneaylouime
Ooannbl.

Ona geckpMnTopoB Kateropmun «3HaTby:

— TpeboBaHnAM KpuTepusi (OTBET MNOSIHbIA M MPaBUSbHbIA Ha OCHOBAHUM M3YYEHHbIX
Teopuin; Matepuan U3NoXeH B OnpenerieHHON form4yeckon nocnenoBaTenbHOCTU, HayYHbIM
A3bIKOM; OTBET camocToaTeNnbHbln — 85-100% oT MakcumanbHoro konudectso 6annos (100
6annos). COOTBETCTBYET OLIEHKE - «OTIINYHOY;

— pesynbTaT, coAepKalni HEnosHbIA NPaBWUIbHbLIN OTBET MMM OTBET, COAEpPXKaLLni
He3HauMTernbHble HETOYHOCTM (OTBET AOCTAaTOMHO MOSHbLIA WM MNPaBUIbHBLIA HA OCHOBaHWM
N3YYEHHbIX MaTtepuarnos; mMartepwuan N3NOoXeH B onpegeneHHom nornyeckom
nocrnegoBaTenbHOCTU, NPU 3TOM AONYyLWeHbl ABe-TPU HeCyLLEeCTBEHHble owunbku), 75-84% ot
MaKCMMarnbHOro KonnyecTtea 6annoB; COOTBETCTBYET OLIEHKE - «XOPOLLOY;

— pesynbTaT, coAepXalni HEenosHbIA NPaBWUIbHbLIN OTBET MMM OTBET, COAEpXKaLlvi
3HauyuTesnbHblE HETOYHOCTU (NpW OTBETE AomnylleHa CywecTBeHHas owwubka, unm B oTBETE
cogepxutca 30 - 60% HeobOXxoOuMbIX CcBeOeHUA, OTBET HecBA3HbIM) — 60-74 % oT
MakCMMarnbHOro konuyecTtesa 6annoB; COOTBETCTBYET OLEHKE - «yOOBMETBOPUTENBHOY;

— pesynbTaT, coaepXalimMin HEeNosHbIN NPaBUibHbIA OTBET (CTEeneHb NOSHOTbLI OTBETA —
meHee 30%), HenpaBunbHbIN OTBET (OTBET HE MO CYLLECTBY 3a4aHusl) UNn OTCYTCTBUE OTBETA,
T.e. OTBET, HE COOTBETCTBYWLUMA MOMHOCTbIO TpeboBaHmam kputepus, — 0 % oT
MaKcMManbHoro konuyectea 6annos. COOTBETCTBYET OLEHKE - «KHEYAOBMETBOPUTESBHOY.

Ona peckpMnTopoB KaTteropmun «YmMeTb» u «Bnagetb»:

— BbINOJIHEHbI BCE TPEOOBaHMUS K BbINOSTHEHMIO, HANMUCaAHMIO N 3aluTe OT4YeTa. YMeHue
(HaBbIK) cchopmupoBaHo nonHocTbld — 85-100% OT MakcumanbHOro KonvyectBa 6Gannos.
CoOTBETCTBYET OLEHKE - KOTIINYHOY;

— BbINOJSTHEHbI OCHOBHbIE TPEOOBAHUSA K BbIMNOMHEHUIO, 0OPMIIEHMIO U 3alLUUTe oT4veTa.
NmetoTca oTaenbHble 3amedaHns U HegocTaTku. YMeHne (HaBblk) chopMMpoBaHO 4OCTAaTOYHO
NosiHO — 75-84% OT MakcumanbHOro konuyectaa 6annoB. COOTBETCTBYET OLEHKE - KXOPOLLIOY;

— BbINOSIHEHbI 6a30BbLIe TPeOOBaHMS K BbIMNOMHEHUIO, OOPMIIEHMIO U 3alMTe OTYeTa.

MmeroTca JOCTaTOYHO CYLLECTBEHHbIE 3aMe4yaHuUs U HeOoCTaTKn, Tpebywmne 3HaUYNTENbHbIX
3aTpaT BpPeMeHM Ha wucnpaereHne. YMeHune (HaBblk) CHOPMMPOBAHO HA MUHUMAIbHO
AonycTMMoMm ypoBHe — 60-74% OT makcumanbHoro konmyectsa 6annoB. COOTBETCTBYET OLIEHKE
- «yOOBNETBOPUTENBHOY;
TpeboBaHNA K HanucaHuio U 3awmte oT4veta. MIMeKTCs MHOrOYMUCIEHHbIE CYLLECTBEHHbIE
3aMeyYaHus U HepgocTaTku, KOTopble He MOryT ObiTb ucnpaBneHbl. YMeHue (HaBblk) He
cchopmmpoBaHo — 0 % OT makcumanbHoOro konuvectsa 6annoB. COOTBETCTBYET OLIEHKE -
«HEey0BNeTBOPUTENBHOY.

[na atrectaumMm CTyOeHT NpeabsiBNsieT OHEBHUK MNPaKTUKW, 3adaHWe PYKOBOAMUTENS Ha
NpoXoXaeHne npakTukn u odopMnsaeT pesynbTaTtbhl MNPakKTUKM B BUAE OTYeTa U rOTOBUT
BbICTYMMEHMNE C Npe3eHTaunen no pesynbratam npakTuku.

[nsa oueHnBaHuA pe3ynbTaToB 00y4Y4eHNsa Ha 3a4eTe C OLEHKOW ncnonblyetcsa 4-6annbHas
wana: «OT/IMYHO», «XOPOLLO», «yAOBNETBOPUTENBHOY, KHEYAOBNETBOPUTENBHOY.
CooTHoLLEeHWe nokasaTenemn, KpUTEPUEB U LUKarbl OLLE€HMBaHNA pPe3ynbTaToB 00y4YeHus.

YpoBeHb
Kputepun oLeHnBaHus kKoMneTeHuui ChOpMUPOBAHHOCTHU LLikana oueHokK
KOMNEeTEHUNIN
3HaTb: pe3ynbTaT, CoAEPXAaLLMI MOMHbIA MpaBUNbHBIA OTBET, MOMHOCTLIO | [To8biweHHbIlU ypo8eHb Omnuy4Ho

cooTBeTCTBYET TpeGoBaHUAM KpUTEpWUs (OTBET MOMHbIM M NpaBUIIbHLIA Ha
OCHOBaHWW U3y4YeHHbIX Teopwuil; MaTtepuan U3NoXeH B ONpeaeneHHown
noruyeckoii nocrnegoBaTensHOCTH, Hay4HbIM A3bIKOM; oTBeT
CaMOCTOSITESbHBbIN.




«YmMeTby K «Bnagetb»: BbINOMHEHbI BCe Tpe6OBaHI/1ﬂ K BbIMOJIHEHUIO,
HanmcaHuto 1 3allinTe oT4yeTa.

3HaTb: pes3ynbTaT, CcoOepXallMi HEMOSHbIAN NPaBWIbHbIA OTBET MMM OTBET, Bba3soseili yposeHb Xopowio
cofepXallmMin He3HauuTernbHble HETOYHOCTU (OTBET AOCTATOMHO MOSHBLIA U
NpaBuIbHbIA HA OCHOBaHWM W3YYEHHbIX MarepuanoB; maTepuarn M3foXeH B
onpeneneHHon NorM4eckon nocrnegoBaTenbHOCTH, NPY 3TOM AOMNYLLEHbI ABe-
TPWU HECYLLLECTBEHHBIE OLLUMOKM).

«YMeTb» N «BnageTb»: BbINOMHEHbI OCHOBHblE TPEOOBaHUSA K BbINOMHEHWUIO,
ocdopMneHvtio u 3awute oT4veTa. MmMelTca oTAenbHble 3amMevyaHus U
HegocTaTkn. YMeHue (HaBblk) CHOPMMPOBAHO AOCTATOYHO MOHO

3HaTb: pes3ynbTaT, CoOEepXallMi HEMOSHbIAN NPaBWIbHbIA OTBET MMM OTBET, lMopoeoskili yposeHs Ydosnemeopum
cofepXalluMn  3HauMTemnbHble  HETOYHOCTM  (NpM  OTBEeTe  JonylleHa €r1bHO
cyllecTBeHHas owunbka, unm B otBeTe coaepxutcsa 30 - 60% HeobxoaumbIx
CBEeEHU, OTBET HECBA3HBIN)

«YMeTb» n «BnageTtb»: BbINONHeHbl 6a3oBble TpeboBaHUS K BbIMNOMHEHMIO,
ocbopMneHMI0 U 3awuTe oTyeTa. VmewTcss [OCTAaTOYHO CyLLEeCTBEHHble
3amMeyvaHus 1 HepocTaTku, Tpebylolime 3HauMTENbHbIX 3aTpaT BPEMEHM Ha

ucrnpasneHue.
3HaTb: pesynbTaT, coAepXalluii HemomnHbIM NpaBUIbHbIA OTBET (CTeneHb - Heydoenemeop
NonHoTbl oTBeTa — MeHee 30%), HENpaBUNbHbIA OTBET (OTBET HE MO CYLLECTBY umeJsibHO

3ajaHust) WM OTCYTCTBME OTBEeTa, T.e. OTBET, HEe COOTBETCTBYHOLLUIA
NOMHOCTbLIO TPEOOBAHUAM KpUTEPUS.

«YMeTb» 1 «Bnagetb»: TpeboBaHMs K HanMcaHuio 1 3awmTte oTyeTa. Mimetotca
MHOTOUYUCIIEHHbIE CYLLECTBEHHblIE 3aMeYaHus UM HedOoCTaTKW, KOTOpble He
MOryT 6bITb MCMPABMEHbI.

20.3 ®oH OLEHOYHBIX CPEACTB ¢(h)OPMHUPOBAHHOCTH KOMIIETEHIINI CTY/IEeHTOB, PeKOMeHIyeMblii /151
NpOBeIeHNUsl TMATHOCTHYECKHUX PpadoT

Orl1K-4.1. CnocobeH opraHmM3oBbIBaTh 3aWMTy MHGOPMaLMM B KOMMbIOTEPHBIX CUCTEMAX M ceTdax (Mmo
obnacTam NpMMeHeHMs)

OlK-4.1.1 3HaeT OCHOBHble Yyrpo3bl ©e3onacHOCTU WHdOpMauMM M MOAENW HapywuTens B
KOMMbIOTEPHBLIX CUCTEMAX U CETSX;

OrllK-4.1.2 3HaeT cOBpeMeHHble MeToAbl, CpeacTBa M Mepbl MO 3aWMTe WHGopMauum B
KOMMbIOTEPHBLIX CUCTEMAX U CETSX;

Orl1K-4.1.3 cnocobeH mcnonb3oBaTbh A3bIKM M CUCTEMbI MPOrpamMMUPOBAHUS, UHCTPYMEHTasbHbIE
cpeactBa npu obecnevyeHun 3awmnTbl UMHGOPMaUMM B KOMMbIOTEPHBIX CUCTEMAxX Mpu  peLLeHUn
pasnnyHbIX NPOgECCMOHarbHbIX, UCCNE0BaTENbCKMUX U NPUKNaaHbIX 3a4ay;

Orl1K-4.3. CnocobeH paspabaTtbiBaTb M aHanu3npoBaTb KOPPEKTHOCTb MOSMIUTUKU WHAOPMAaLMOHHOM
6€e30MacHOCTM KOMMNBIOTEPHBIX CUCTEM U ceTen (No 0bnacTam NpUMMeHEeHNs)

Orl1K-4.3.1 3HaeT MmeTodbl no obecneyeHno MHAPOPMALMOHHON Oe30MacHOCTU KOMMbIOTEPHbIX
CMCTEM U CEeTen C NCNONb30BaHMEM NONUTUK Be3onacHoCTY;

Orl1K-4.3.2 3HaeT HOpMaTUBHO-NMpPaBOBble U METOAMYECKME AOKYMEHTbl B obnactu paspaboTku
nonuTMK 6€30MacHOCTM KOMMBIOTEPHbBIX CUCTEM U CETEN;

OlK-4.3.3 cnocobeH paspabaTtbiBatb hopmasnbHble MOAENM NONMTUK 6e30NacHOCTU U NOUTUKU
yrnpasneHnss 4ocTynoMm, popMmmpoBaTb NONUTUKY MHAOPMaLMOHHOM 6e30nacHOCTN, aHann3MpoBaTth ee
KOPPEKTHOCTb, OpraHun3oBbiBaTb W NOAOEPXUBaTb BbINOMIHEHWE KOMMnekca Mep no obecneyeHuto
NMHOpMaLMOHHOM 6e30NacHOCTU KOMMbIOTEPHBIX CUCTEM U CETEN;

OlK-4.3.4 BnageeT HaBblkaMu yrpaBfeHUs NpoLeccoM peanusauun NoanuTUKM MHAPOPMaLNOHHON
6e30nacHOCTM KOMMNbIOTEPHbLIX CUCTEM U CETEN, OpraHM3aunyM n nogaepXKaHus BbINOMHEHUSA KOMMeKkca
mMep no obecneyeHnto MHOpPMaLMOHHON 6Ee30MacHOCTM BbIYUCTIUTESNbHBIX CUCTEM;

OlK-4.3.5 cnocobeH nNpuUMeEHsTL MporpaMMHble CpeacTBa  MPUKNAOHOrO, CUCTEMHOMO U
cneumanbHOro HasHa4YeHus Npu paspaboTke 1 aHanmae NoNNTUKN MHEOPMaLNOHHON 6e30nacHoCTy;
MK-1. CnocobeH npoBoauTb aHanu3 TpeboBaHMN M BbINOMAHATL PaboOTbl MO MPOEKTUPOBAHMIO
NpOrpaMMHbIX M annapaTHbIX KOMMOHEHT cucTeMbl 6€30NacHOCTU KOMMbIOTEPHbLIX CUCTEM U CETEN, B
TOM YMChe C UCMOMb30BaHMEM COBPEMEHHbLIX METOLOB M CPeACTB 3alLmTbl MHopMaLumn

MK-1.3 ncnonb3yeT NpUHLUMNbI KOMNIEKCHOW pa3paboTku npasun, npoueayp, NpUeMoB 1 METOLOB,
npu Co3gaHnM CPeAcTB 3almnTbl MHpOpMaLun, B TOM YUCNE C UCMONb30BaHNEM COBPEMEHHbIX METOA0B
N cpeacTs pa3paboTkn NporpammMHOro obecnevyeHus;

MK-1.4 npoBOOAUT OLIEHKY COOTBETCTBUSI MEXaHU3MOB 6e30MacHOCTM KOMMbIOTEPHOW CUCTEMDI
TpeboBaHMAM HOPMATUBHbBIX JOKYMEHTOB, @ TakKe UX KOPPEKTHOCTU CYLLECTBYIOLLMM PUCKaM;




MK-2. CnocobeH npuMHMMaTb yyacTMe B S3KCMEPTM3E U aHanu3e Ys3BUMOCTEW, Yyrpo3 U WHUWOEHTOB
NHOpMaLMOHHOM 6e30NacHOCTU B KOMMNbIOTEPHbBIX CUCTEMAX U CETAX

MK-2.2 cnocobeH NpoBOAUTbL aHanNU3 KOMMbIOTEPHbIX CUCTEM C LENbl OnpeneneHns ypoBHSA
3alMWEHHOCTM 1 OOBepUs € nocnegyowmm obobweHmnem n 06paboTkon MHdopMaunn, Noy4eHHON B
Xo[4e uccriefoBaHui;

MK-2.5 npoBoguT TeopeTMyeckne W nNpUKNagHoe WuccrefoBaHWe YpPOBHEN 3aLUMULLIEHHOCTU
KOMMbIOTEPHBIX CUCTEM U CETEWN;

MK-3. CnocobeH yvacTBoBaTb B paboTax MO MPOEKTUPOBAHWMIO CUCTEM 3aluTbl WHGpOpmauun B
KOMMbIOTEPHBIX CUCTEMax W CeTaxX nNpu peweHun npodecCcnoHanbHbIX, WCCNeaoBaTernbCKUX U
npyKnagHbIX 3agay

MK-3.4 cnocobeH npoBoguMTb aHanuM3 K dopManu3auuio MoCTaBfEHHbIX 3adady B obnactu
6€e30MacHOCTMN KOMMNBbIOTEPHbBIX CUCTEM U CETEN;

MK-3.5 BbINONHSAET NPOBEPKY YCTOMYMBOCTU MNPUIIOXKEHUA K BHELUHEMY HECaHKUMOHMPOBAHHOMY
AOCTyny, B TOM 4uCre MpoBepka YCTOMYMBOCTM BeO-NPUNOXeHWW K atakam, NpuMeHeHue CpeacTs
KOHTpons 6e3onacHOCTW, YnpaBneHne Kpuntorpaduyeckumn CcpeacTBamMu, a Takke opraHusaumst
MeponpuaTUn No obecnedyeHnto knbepbesonacHoCTH;

MK-3.6 cnocobeH yyacTBOBaTb B MPOEKTUPOBAHUM CUCTEMbI 3aLMTbl MHGOPMALUM U NOACUCTEM
MHOPMaLMOHHOM 6e30MacHOCTU KOMMbIOTEPHOW CUCTEMBI.

BOHpOCbI C BapuaHTaMu OoTBeTOB

1. Kak HasbiBaeTca cnocob 3awuTbl MHOpmauum oT yTedkn 4depe3d [MOMUH, ocHoBaHHbIM Ha
nokanu3auum SneKTPOMarHUTHOM 3JHeprum B OnpeferieHHOM MPOCTPaHCTBE 3a CYET OrpaHuMyeHus
pacrnpocTpaHeHNs1 ee BCEMN BO3MOXHbIMK crocobamn?

— 3KpaHUMpOBaHMe;

— noaasneHue;

— 3alymMmneHue.
2. CtaHgapt GSM ucnonb3yeT ynnoTHEHNE KaHaoB:

—  YacTOTHOE;

— BPEMEeHHOe€;

— KogoBoe.
3. ®yHKUMOHanbHOCTL 6e3onacHOCTM onpefensieT oxuaaemyto paboTy mexaHuamoB Ge3onacHocTu, a
rapaHTMu onpeaensitoT:

— BHepgpeHwue ynpaBneHuns mexaHmamamu 6e3onacHoCcTu

— Knaccudpmkauuio gaHHbIX Nocne BHeApeHMs MexaHn3moB 6e3onacHoCT

— YpoBeHb goBepus, obecneyMBaeMbin MEXaHU3MOM 6e30NacHOCTH

— CooTHoweHue 3aTpaT / Bbirog
4. ['oe NpMMeHsITCA cpeacTBa KOHTPONSA ANHAMUYECKOW LIENOCTHOCTU?

— aHanuse notoka hMHaHCOBbIX COOOLLEeHUN

— 06paboTke AaHHbIX

— NPV BbISABIIEHUN KpaXu, Ay6NMpoBaHMA OTAENbHbIX COOOLEeHUI
5. OTKpbITOCTb ANA M3MeHeHus 1 gononHeHus mep obecneyveHnss 6esonacHOCTU MHOpMaUuKn - 3TO
obwee TpeboBaHve Kk 3awmte uHPopmauun (1) wunu TpeboBaHwe, NpeabSABASEMOE K CUCTEME
6e3onacHocTn uHopmaumm (2), unu ycnosme, KOTOPOMY AOSPKHA YAOBMETBOPATb CMCTEMA 3aluTbl
nHpopmaumm (3)?

- (D).

- .

- (3).

— Hun ogHO 13 3TNX NOHATUN.
6. KomnnekcHocTb - 9TO0 0Owme TpeboBaHna Kk 3awmTte uHGopmaumm (1) wunu TpeboBaHue,
npegbsaBngemoe K cucteme 6GesonacHocTu wHdopmauuun (2), nnu ycrnoBue, KOTOPOMY [LOSPKHA
yAOBNETBOPATbL CUCTEMA 3aLLmTbl MHGopmauun (3)?

~ Q).
—@.
~ @)



—  Hwn 0OHO 13 3TNX MOHATUN.
7. PacnonoxuTe B nopsiake cnegosaHue mogenu OSI Tunel aTak
— DNS Sniffing;
— ARP Spoofing;
- XSS.
8. ABnseTca nu cuctema obHapyXeHNS BTOPXKEHUN aKTUBHLIM KOMMOHEHTOM MO 3aLMTe OT yrpo3?
- Aa;

9. PesynbTathl NpoBeAeHWs ayamMTa noapasaenstoTcs Ha:
OpraH13auMoHHbIe
TeXHU4YeckKue
nporpaMmMHble
— MeToponoruyeckue
10. OueHka puckoB ans UC nponsBoanTcA ¢ NOMOLLbLIO CreayroLWwmX WKan:

— KOnu4yecTBEeHHOM

— norapudmnyeckon

— KayeCTBEHHOW

—  MaTpu4HOm

11. KoHTpOnb M Hag3op 3a BbINOMHEHMEM OPraHM3auMOHHBIX U TEXHUYECKMX Mep no obecneveHuto
6e30nacHOCTM NepcoHanbHbIX AaHHbIX, Npu 06paboTke nepcoHanbHbIX AAHHbIX B rOCYAApCTBEHHbIX
NHOPMAaLIMOHHbBIX CUCTEMAX OCYLLLECTBIIAIOTCSA:

— @®CT3K Poccuu u @Cb Poccuu;

— O®CTOK Poccum 1 opraHamm PockomHagsopa;

—  ®CB Poccun n opraHammn PockoMmHasopa.

12. Kakon HopMaTUBHbIN aKT ABNAETCA OCHOBHbIM B cdhepe perynmpoBaHus 3NeKTPOHHOW NOANUCH:
denepanbHbin 3akoH Ne1-d3 o1 10.01.2002 «O6 aneKkTpoHHOM LmndpoBO NOANUCHY;

— ¢bedepanbHbil 3akoH N263-®3 om 06.04.2011 «O6 3siekmpoHHOU nodnucuy;

— noctaHoBrneHue [MpasutensctBa Poccunckon depepaumm Ne 111 ot 9 deBpans 2012 r. «O6
3NEKTPOHHOW NoAMNMCK, WCMONb3yeMOW OpraHamu WCMNOSHUTENbHOW BNacTu M opraHamu
MECTHOro camoynpaBfeHns Npy OpraHn3aumm 3NeKTPOHHOro B3aMMOAENCTBMSA MeXAy COBom».

13. Bpewms, 3aTtpadnmBaemMoe anroputMOM AN peleHnsa 3agadyv, paccMaTpmBaeMoe Kak yHKUMS
pa3mepa 3agauv Unm KonM4ecTBa BXOAHbIX AaHHbIX, — 3TO:

— a) BpeMeHHasi CJIOXKHOCTb;

— 0) Bpems BOCNpOM3BEAEHWS anroputma;

— B) BpeMms pelleHust anroputma.

14. OTcyTCcTBME W3MEHEHMM B nepedaBaeMo WU XpaHMMOW WHAOpMauMm MO CPaBHEHWO C ee
MCXOHOW 3anncbto — 3TO:
— a) UenocCTHOCTb;
6) eanHCTBO;
B) CUHTES;
— T)nosiHoTa.
15. K nonuandgasunTHbIM LUMPpam OTHOCATCSA:
a) wudp Mnendepa;
6) wudp Xvnna;
B) wudp bodpopa;

— r) BCe nepeyucrieHHble wnudpbl.

16. YkaxuTe npaBunbHbIA KMOY peecTpa, Nepekroyarowmnn yrnpaeneHme astodanyckoMm Ha INI cann
DoesNotExist

— HKEY_LOCAL_MACHINE\SOFTWAREWIicrosoft\WindowsNT\CurrentVersion\Ini-
FileMapping\Auto

— run.inf = @SYS:DoesNotExist

— HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\WindowsNT\CurrentVersion\IniFi-
leMapping\Autorun.in

— f=USE %DoesNotExist%



— HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\WindowsNT\CurrentVersion\IniFi-
leMapping\Autorun.in

—  f=USE %DoesNotExist.INI%

17. PasroBOpHLIN TPaKT yCTpaHseT:
—  WyMbI;
—  UCKaXeHus;

— MeCTHbIN achdeKT
18. dndpdepeHumnanbHbIn KpunToaHanma OTHOCUTCS K aTakam:
a) Ha ocHoBse wudpTekcTa
b) Ha ocHoBe OTKPLITbIX TEKCTOB
c) Ha ocHoBe nogo6paHHOro OTKPbLITOro TEKCTA
d) Ha ocHoBe aganTUBHO NOAOOPAHHOIO OTKPLITOrO TEKCTA
19. Cnocob6 3awwmTbl MHPOopMaLMK, NPY KOTOPOM KOHKYPEHT BBOAUTCA B 3abnyxaeHne OTHOCUTENbHO
AEATENbHOCTN N HaMEpPEHUI:
1. kognpoBaHue
2. kpunTtorpadus
3. ynpasrieHue
4. MacKMpoOBKa*
20. MNMepeuncnute BuAObI ANEKTPOHHOW NOANNCHK:
a) npocTas, CrioXxHasi, KOMOMHMPOBaHHas;
©) npocTas, kBannnunpoBaHHas, CrloXHasi;
8) npocmasi, keanughuyuposaHHasi, HekeanuguyupoeaHHasl.
21. NWpeHTudurkaumsa aTo:
a) npouecc npeabsaBreHns nonb3oBaTenem naeHTUukaTopa;
6) npouecc NoATBEPXKAEHMSA NOANMHHOCTH;
8) cpaeHeHue npedbsienIAeMbIX UOeHMUpUKamopoe ¢ repeyHeM [PUCBOEHHbIX
udeHmughukamopoe.
22. Kakyto ponb UrpatoT LLEeHTPbl cepTUdMKaumm KIoyen:
a) OHM WurpalT poSib OOBEPEHHOM TpeTbel CTOPOHblI ANs [oKasblBaHusA hakTa nepepaydn
nHdopmaumu;
6) OHu cnyxam Ons peaucmpayuu aboHeHMoOe, uU320MoOeJsIeHUsi cepmugukKkamoes
OMKPbIMbIX KJIlOYel, XpaHeHuUsl U320MOeJIeHHbIX cepmugukamos, mnoddepkaHusi
@ aKmyaJZlbHOM COCMOsIHUU cripagoYyHuUKa delicmeyrouwjux cepmudgukamoe u eblnycka
crnucka ocpoYHO OMO38aHHbIX cepmugbukamos;
23. MogenamMmn Tuna «4epHbIn AWMK» ABAAIOTCA
a. Mogenv mMbineHns
b. Mogenu, onuceiBalLwme 3aBUCMMOCTb MapamMeTpoB COCTOSAHUSA OObekTa OT BXOAHbIX
napameTpoB
c. Mopgenu, onucbiBaowme BxOAHble U BbIXOAHbIE MapameTpbl o6bekTa 6e3 yyerta
BHYTPEHHEMN CTPYKTYpbl 00beKkTa
d. Mogenu «aBapunHOro» SlLnKa Ha camoneTax
24. Mogensimu Tuna «oenbin AWMK» ABNSATCA
a. Mogenu mblilwneHus
b. Mogenu, onucbiBalowWwme 3aBUCMMOCTb NapaMeTPOB COCTOAHUSA OOBbEKTa OT BXOAHbIX
napamMeTpoB
c. Mogenu, onucbiBaroLmne BXOLHbIE M BbIXOAHbIE NapaMeTpbl 0O6bekTa C y4eTOM BHYTPEHHEN
CTPYKTYpbl 06bekTa
d. Mogenu, onucbiBaroLLne BbIXOAHbIE AaHHbIE B NpOrpaMmme
25. Kakne 13 nepedncneHHblXx Kubepyrpos aBnsaTca KniovesbiMn Ha bnnxarnwee 6yayuwee? Boibepute
BCE NpaBusbHble OTBEThI.
— YcrpowuctBa loT kak nnowaaka ans peanusaumm atak
— Cnam
— Tporpammbli-BbiMoOraTenu
— Criminal-as-a-service (nepexoa kmbepnpecTynHMKOB Ha CEPBUCHYIO0 MoAerb)
— [lporpaMmbi-LLNNOHBI



— «[lpuspakn wuHTepHeTa npowsnoro» (yrpo3bl OT YycCTapeBLIero mnporpaMMHOro u
nporpamMmMmHo-annapaTHoro obecne4yeHus, KOTopoe HaxXoAUTCA B UHTEPHeTe)

— [porpammbl-manHepsb!

—  CKUMMWHI
26. YTo Takoe HeCcaHKUMOHMPOBAHHLIN JoCTyn (Hea)?

1) JocTyn cyOobeKkTa K 00beKTy B HapyLleHMe YCTaHOBIIeHHbIX B CUCTeMe NpaBusl

pasrpaHuyeHus gocTtyna

2) Co3gaHune pe3epBHbIX KOMWIA B OpraHn3auumn

3) MpaBwnna n nonoxeHus, BoipaboTaHHbIE B OpraHn3aunmn gnst o6xoga naposibHoON 3alnTbl

4) Bxop B cuctemy 6e3 cornacoBaHusi C pykoBoAUTENEM OpraHu3aunm

5) YpaneHue He HyXHOoW nHdopmaumm
27. B yeMm 3akno4vaeTcs OCHOBHAasi MpMYnHaA NoTepb MHdopMaumn, ceaszaHHom ¢ MNMK?

1) ¢ rmo6anbHbIM XMLWeHnem nHopmaLmm

2) c nosiBNEeHNeM MHTEpHeTa

3) c HepgocTaToO4YHOM OOpPa3oBaHHOCTLIO B 06nacTM 6e3onacHoOCTU
28. lNpoTokonupoBaHue 1 ayant MoryT UCMNONb30BaTbCA ANS:

(1) npepynpexaeHusa HapyweHui Nb

(2) o6HapyxeHus HapyLleHuNn

(3) BOCCcTaHOBNEHUA pexnuma Ub
29. AyTeHTndmKaumnsa Ha OCHOBE Napons, nepeaaHHoro no ceTM B OTKPbITOM BMAE, Nnoxa, NoToOMy YTO
He obecneunBaeT 3almThbl OT:

(1) nepexBaTa

(2) BOCNpOM3BEAEHNA

(3) aTak Ha BOCTYNHOCTb
30. Kakne TexHu4eckme cpenctasa MoryT 6bITb MCNONb30BaHbI 4518 JOKa3aTeNnbCTBa BUHbI YenoBeka?

(1) xypHans! goctyna

(2) BnomeTpunyUecKne Knoumu

(3) BMAeoHabnopgeHue
31. CBepTo4YHOE KOOMPOBaHUE

OtBeT: [1pn CBEPTOMHOM KOAMPOBaHMM NMpeobpa3oBaHne MHAOPMALMOHHBLIX MOCNeA0BaTENbHOCTEN
B BbIXOAHbIE W KOL4OBbIE NMPOUCXOOAUT HenpepbiBHO. Kogep ABOMYHOrO CBEPTOYHOIO KOA4A COLEPXKUT
CABUraloLLMi permcTp u3 m paspsgoB U CymmaTopbl N0 MOAyNo 2 ansa obpasoBaHmsi KOAOBbLIX CUMBOJIOB
B BbIXOOHOW nocnegoBaTenbHOCTU. Bxogbl cymMmaTopoB coeauHeHbl C onpeaenéHHbIMU paspsgamu
perncrtpa. KommytaTtop Ha BbIxode yCTaHaBnMBaeT 04epeaHOCTb MOCHINKN KO4OBbLIX CMMBOJSIOB B KaHarn
CBA3WN.
32. [1na Kakoro MCTOYHUKa OTKPbITbIX TEKCTOB BEPOSATHOCTWN NOSBNEHUS K -rpaMM B TEKCTE 3aBUCAT OT MX
MecTa B TekcTe?

OTtBeT HecTaumoHapHbIN
33. Kakasa KpuntoaTaka OCHOBaHa Ha 3HAHWW OTKPLITOrO TeKCTa Afd CrydanHblX dparMeHTOoB
wnppoTtekcta?

OTBeT: Ha OCHOBE OTKPbITbIX TEKCTOB

Kputepun u wkanbl oueHnBaHus 3agaHnn ®OC:

[nsa oueHMBaHWs BbINONHEHNST 3a4aHU Ucnonb3yeTcs bannbHas Wwkana:

1) 3aKkpbITble 3agaHns (TECTOBbIE C BapuaHTaMun OTBETOB, CPEAHUN YPOBEHb CITIOXKHOCTH):
— 1 6ann — ykasaH BepHbI OTBET;

— 0 6annoB — ykaszaH HeBepHbIV OTBET (NOMHOCTBLIO UM YAaCTUYHO HEBEPHbIN).

2) OTKpbITblE 3a4aHus (TECTOBbIE C KPaTKUM TEKCTOBbIM OTBETOM, MOBbILUEHHbIN YPOBEHb CIIOXHOCTN):
— 2 6anna — ykasaH BepHbI OTBET;

— 0 6annoB — ykasaH HeBepHbI OTBET (NOMHOCTBLIO UMM YAaCTUYHO HEBEPHbIN).

3apaHusa pasgena 20.3 peKOMeHAYHTCA K UICNOSIb30BaHMIO NPU NPOBeAeHUN ANarHoCTUYECKUX
paboT C uenbk OLEHKM OCTaTOYHbLIX pe3yfibTaTOB OCBOEHUA AAaHHOW AUCLMUNIINHBLI (3HaHUR,
YMEeHUN, HaBbLIKOB).



